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1. Goals and Purpose of this Document

Internet of Things, loT, is an application domain that integrates different technological and
social fields, and these are summarizedHigurel. Technological and social aspects relatedoT

. Despite the diversity ofresedéc 2y L2¢3X AGa& RSTFAYAGAZ2Y NBYI A
OKI fttSy3aSs 06SOldzaS KIFI@Ay3a || az2dzyR RSTAYAGAZR
better understanding of the subject, lead to further research and advance our undersgpotiin

this emerging concept.
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This document aims to give an-ailtlusive definition of 10T that ranges from small localized
systems to a large global system that is distributed and made of complex systems. The
R20dzySyd I|f a2 LINE JA RBasicdrciitecu@lSedidrantents. 2 ¥ G KS L2¢Q

This document directly refers to the sources and it extracts integral parts of original documents
in order to preserve the ideas and results of original works. We believe that this work will be
enhanced through contribitns by people working in the area of IoT. Thus, we welcome
comments on or contributions to any section of the document.

This document will be shared via the IEEE IoT Initiative Web portal as a living document, possibly

as an loT Wiki. We should pointautK &/ KF LJASNI p At f 06S (GKS | dziK2N
this work, as it offers a definition of 10T inferred from the preceding chapters. But it will also be

the chapter most in need of future revision because 10T is morphing so quickly. We have

provided a few, simple criteria to apply in order to verify if a specific system is an IoT related

system. And we have introduced the notion of a definition that can be scaled to encompass

small wirekss sensor networkas well as large complex systems.

Generaly speaking, the |oT covers many areas (Figarel. Technological and social aspects related
loT

) ranging from enablintechnologies and components to several mechanisms to effectively
integrate these lowlevel components. Software is then a discriminant factor for IoT systems. loT
operaing systems are designed to run on srsgidle components in the most efficient way
possible, while at the same time providing basic functionalities to simplify and support the
global 10T system in its objectives and purposes. Middleware, programmabiiiterms of
application programming interfaces (ARt9nd data management seem to be key factors for
building a successful system in the loT realm. Management capabilities are needed in order to
properly handle systems that can potentially grow up tiflions of different components. In this
context, sefmanagement and setiptimization of each individual component and/or

subsystem maybe strong requirements. In other words, autonomics behaviors could become
the norm in large and complex |oT systemstalecurity and privacy will play an important role

in loT deployments. Because loT systems will produce and deal with personally identifiable
information, data security and privacy will be critical from the very beginning. Services and
applications will b built on top of this powerful and secure platform to satisfy business needs.
So many applications are envisioned as well as generic and reusable services. This outcome will
require new, viable business models for IoT and its related ecosystems of steshéinally,

IoT can have an impact on people and the society they live in, and so it must be conceived and
conducted within the constraints and regulations of each country.



¢ Impacts and Acceptance of Users

Social * Change in the societal organization
impacts of »  Democratization and control of the
loT infrastructure

New Business Models

New Value Chains

Creation of new Ecosystems
Application domains

Business Models and
ecosystems

e Trials

. Specific Services (e.g., Smart
Services and Cities, Social loT)

Applications +  Applications

1uawaseuen

Adealid pue Aj1unaas

Operating Systems
Middleware .
Cloud Solutions

APIs and Interfaces

Data Management and Big Data

Software Architecture

10| 404

Jdomauielq A1anoas pue Adealld

¢ Sensors
¢ Gateways and MicroSystems
Enabling Technologies -« Protocols
and System Architecture® Energy Management
*  Organization of Sensors
networks

swaysAs |o| a8Je| Jo
uol}eziuedio-}|as pue sojuwouoiny
Juswadeuew ysnol-0

ejep |euos.iad Jo Juswedeue|p|

suojjeziuesio pue sasssoold map

Figurel. Technological and social aspects relatedoT
2. State of the Art

2.1 Introduction

This chapter will address state of the art definitions and architectural models for 10T offered by
standardization organizations, I0T projects, academia, national initiatives, white papers, books
and relatedindustries. While we have tried to be thorough, our effort cannot be said to be
exhaustive, given the proliferation of interest in the subject.

Different definitions and architectural models for l0T reflect different perspectives and support
different bushess interests. Analyzing these different definitions and architectures can help
illuminate their strengths and weaknesses. Still, as stated earlier, we see a need to have a
common and norbiased definition that effectively encompasses the expansive natiitiee
subject. We believe the following review of different definitions and architectural models will
serve us in composing that more universal definition.

2.2 Historical Bckground[The authors thank Prof. Daniel Engels for this chapter.]

Radicefrequeng identification, or RFID, may be a crucial technology for I0T. The roots of RFID
technology can be traced back to World War Il. The Germans, Japanese, Americans and British
all used radar discovered in 1935 by Scottish physicist Sir Robert Alexander MAatatt to

warn of approaching enemy planes while they were still miles away. But there was no way to
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from a mission.

The Germans discovered that if pilots rolléeir planes as they returned to base, it would
change the radio signal reflected back to radar systems. This crude method alerted the radar
crew on the ground that these were German planes andafi@daircraft. Essentially, this was
the first passive RP system.

Under WatsorAWatt, who headed a secret project, the British developed the first active

GARSYGATE FTNASYR 2N F2S¢ oLCCO aeadsSyo 2KSy | .1
broadcast a signal back that identified the aircraffréendly. RFID works on this same basic

concept. A signal is sent to a transponder, which wakes up and either reflects back a signal

(passive system) or broadcasts a signal (active system).

Advances in radar and radi;equency (RF) communications systetnstinued through the

1950s and 1960s. Scientists and academics in the United States (U.S.), Europe and Japan
explored how RF energy could be used to identify objects remotely. Companies began
commercializing antiheft systems that used radio waves totdemine whether an item had

been paid for or not. Electronic article surveillance tags, for instance, which are still used in
packaging today, have alit tag. The bit is either on or off. If someone pays for the item, the bit
is turned off, and a persocan leave the store. But if the person doesn't pay and tries to walk
out of the store, automated readers at the door detect the tag and sound an alarm.

Mario W. Cardullo claims to have received the first U.S. patent for an active RFID tag with
rewritable memory on January 23, 1973. That same year, Charles Walton, a California
entrepreneur, received a patent for a passive transponder used to unlock a door without a key.
In the latter application, a card with an embedded transponder communicated a signal to a
reader near the door. When the reader detected a valid identity number stored within the RFID
tag, the reader unlocked the door. Walton licensed the technology to Schlage, a lock maker, and
other companies.

The U.S. government was also working on RE@msg. In the 1970s, Los Alamos National
Laboratory was asked by the U.S. Department of Energy (U.S. DOE) to develop a system for
tracking nuclear materials. A group of scientists devised the concept of putting a transponder in
a truck and readers at theates of secure facilities. The gate antenna would wake up the
transponder in the truck, which would respond with an ID and, potentially, other data, such as
the driver's ID. This system was commercialized in thel88Ds when the Los Alamos scientists
who worked on the project left to form a company to develop automated toll payment systems.
These systems have become widely used on roads, bridges and tunnels around the world.

At the request of the U.S. Department of Agriculture, Los Alamos also develquessive RFID

GFr3a G2 GNI Ol 0264 YR R2aSa 2F K2NX2ySa | yR YSR)
ensure that each cow got the right dosage and wasn't given two doses accidentally. Los Alamos

came up with a passive RFID system that used UHF ragigswT he device drew energy from

the reader and simply reflected back a modulated signal to the reader using a technique known

as backscatter.

Later, companies developed a ldrequency (125 kHz) system, featuring smaller transponders.

A % 4 A x
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used in cows around the world today. Léequency transponders were also put in cards and
used to control access to buildings.

Over time, companies commercialized 125 kHz systems and then moved up the radio spectrum

to a high frequency band (13.56 MHz), which was unregulated and unused in most parts of the

world. High frequency RF offered greater range and faster data transts. i@bmpanies,

particularly those in Europe, began using it to track reusable containers and other assets. Today,

13.56 MHz RFID systems are used for access control, payment systems (e.g., Mobile Speedpass)

FYyR O2yidl OGf Saa &Yl NEAnt-iDdit NRideDin daks. Ade@ddBn tHetf 42 dza SR )
A0SSNAyYy3a O2fdzvYy NBFRa (GKS LI aairgsS wcCcL5 GrF3 Ay GO°F
the ID number it is programmed to look for, the car won't start.

In the early 1990s, IBM engineers developed patented an ultréhigh frequency (UHF) RFID
system. UHF offered longer read range (up to 20 feet under good conditions) and faster data
transfer. IBM did some early pilots with \Wehrt, but never commercialized this technology.
When it ran into finaneil trouble in the miell990s, IBM sold its patents to Intermec, a bar code
systems provider. Intermec RFID systems have been installed in numerous different
applications, from warehouse tracking to farming. But the technology was expensive at the time
due t the low volume of sales and the lack of open, international standards.

UHF RFID got a boost in 1999, when the Uniform Code Council, EAN International, Procter &
Gamble and Gillette put up funding to establish the AlDoCenter at the Massachusetts

Institute of Technology (MIT). Two professors there, David Brock and Sanjay Sarma, had been
researching the possibility of putting le@ost RFID tags on all products to track them through

the supply chain. Their idea was to put only a serial number on theotlgep the price down,

as a simple microchip that stored very little information would be less expensive to produce
than a more complex chip with more memory. Data associated with the serial number on the
tag would be stored in a database that would beessible over the Internet.

Sarma and Brock essentially changed the way people thought about RFID in the supply chain.

Previously, tags were a mobile database that carried information about the product or container

they were on with them as they traveleB8arma and Brock turned RFID into a networking
G§SOKy2t238 o0& fAYylAy3a 2062S0Ga G2 GKS LyGSNysSa dar
For businesses, this was an important change, because now a manufacturer could automatically

let a business pamner know when a shipment was leaving the dock at a manufacturing facility or

warehouse, and a retailer could automatically let the manufacturer know when the goods

arrived.

Between 1999 and 2003, the AulD Center gained the support of more than 100 ¢aeqd

user companies, plus the U.S. Department of Defense and many key RFID vendors. It opened

research labs in Australia, the United Kingdom, Switzerland, Japan and China. It developed two

air interface protocols (Class 1 and Class 0), the Electroniad¢®r@dde (EPC) numbering

A0KSYS oO{FNX¥I SiG |f®dx awCL5 {eadsSvyazé wnnolOX Iy
F24a20AFG8R 2y Iy wCL5 {13 2y (K8 LYGSNYSd 6. NBOJ
technology was licensed to the Uniform Code Cound@pD03, and the Uniform Code Council

created EPCglobal, as a joint venture with EAN International, to commercialize EPC technology.

The AutelD Center closed its doors in October 2003, and its research responsibilities were

passed on to AutdD Labs.



TheAuto-ID Center used the term "Internet of Things" beginning in about 2000 and heavily

promoted the concepts and ideas of a connected world with the EPC system as the basis of how

things are connected to the Internet. Though Kevin Ashton (then the exeatitiector of the

Auto-ID Center) claims to have coined the term "Internet of Things," according to Prof. Daniel

Engels, the term was used in a 1997 publication by the International Telecommunication Union

OLEC! 0 O0¢KASaasS Si Iftads Gh@SNBASG 2F 9t/ € HnANnAcLC

2.3 Standards

Though many organizations work on the standardization process, we focus here on those that
work on IoT and provide a definition for it. Accordingly, we considered 10T definitions from the
European Telecommunications Standards Institute (EHTSI)JEEE, the Internet Engineering

Task Force (IETF), the National Institute of Standards and Technology (NIST), the Organization
for the Advancement of Structured Information Standards (OASIS) and the World Wide Web
Consortium (W3C). This list may beamnded in the future.

2.3.1 IEEE

IEEE is a global, professional engineering organization whose mission is to foster technological
innovation and excellence for the benefit of humanity.

In its special report on Internet of Things issued in March 2014YIEEEL y G SNy SG 2F ¢ KAy 3
L999 RSEAONAROGSR (KS LIKNI &S aLYUGSNYySG 2F ¢KAy3Iag |

a!  ySig 2 NpachembeddddSvitresensorg KA OK | N O2yySOGSR G2 GKS

CKA& adrdsSYSyld Aa gNRGOSY |a || RSaQNHKAn 2y 2F G F
of the concept. But we can see that the description addresses just the physical aspect of loT.

The IEEE Standards Association (E&Ea globally recognized standasasting body within

IEEE, develops consensus standards through an opeeg$s that engages industry and brings
together a broad stakeholder community. IEEE standards set specifications and best practices
based on current scientific and technological knowledge.

The IEESA has a portfolio of over 900 active standards and rtieae 500 standards under
development.n its research into 10T, it has identified over 140 existing standards and projects
that are relevant to the loT. (Sédtp://standards.ieee.org/innovate/iotffor the lists of

standards and projects.)

One project that directly relates to 10T is IEEE PR4h8p://standards.ieee.org/innovate/iot).

The scope of IEEE P2413 is to define an architecturakfwark, addressing descriptions of

various loT domains, definitions of loT domain abstractions, and identification of commonalities
between different IoT domains.

The goals for théEEBP2413 working group that is developing this standard are to

9 accelerae the growth of the loT market by enabling craksmain interaction and
platform unification through increased system compatibility, interoperability and
functional exchangeability.

1 define an loT architecture framework that covers the architectural neé¢dseovarious
IoT application domains.

1C
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9 increase the transparency of system architectures to support system benchmarking,
safety and security assessments.

9 reduce industry fragmentation and create a critical mass of rstdtkeholder activities
around the waold.

1 leverage the existing body of work.

IEEEP2413 is currently considering the architecture of |0T as thisred, with the layers
explained inFigure2.

Applications

!

Networking and Data
Communications

!

Sensing

Figure2. Threetier architecture of 0T

IEEEP2413 also currently posits the extent of an IoT market and the stakeholders of 10T, as
represented inFigure3, below:

11



Hospitals & Doctors

Insurance companies

Consumer equipment providers
Consumers Healthcare
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; Home & providers
ICT infrastructure Building
providers

Facility

Regulators management
— architecture Retailctoras
Logistcs frame work
companies
Application
Public transport developers
companies Mobility/
Transpor-
tation o
Utilities

City authorities Manufactur-

ing

Manufacturing industries Automation equipment providers

Figure3. IoT markets and stakeholders

2.3.2 ETSI

ETSI produces globally applicable standards for information and communications technologies
(ICT), including fixed, mobile, radio, converged, broadmadtinternet technologies. It is
officially recognized by the European Union (EU) as a European Standards Organization (ESO).

¢CK2dz3K 9¢{L R2SayQi YSydAizy (GKS g2NR aLYydSNySi :
AAYALE NI O2y OSLII dikyyRSS NI 20 KYS AK-A0YSE  62aFH adoY Q2KY Ydzy A OF i
Gal OKRY &I OKAYS>é Hnmno® ! OO2NRAy3If &8I 9¢{L RSTAY:

a a | O #oAMAGine (M2M) communications is the communication between two or more

entities that do not necessarily need any direct harmdervention. M2M services intend to

Fdzi2YlFGS RSOA&AA2Y YR O02YYdzyAOF A2y LINRPOSaaSadé
ETSI also deals with the architectural view of the M2M communication, where the logical

entities comprising the architecture are also represente&igured4 and defined as follows:

M2M Device A device that runs M2M application(s) using M2M service capabilities. M2M
devices connect to network domain in the follmg two ways:

Direct Connectivity M2M devices connect to the network domain via the access network. The
M2M device performs the procedures such as registration, authentication, authorization,
management and provisioning with the network domain. The M2Midemay provide service

to other devices connected to it that are hidden from the network domain.

12



Gateway as a Network Proxi{rhe M2M device connects to the network domain via an M2M
gateway. M2M devices connect to the M2M gateway using M2M area netWork M2M

gateway acts as a proxy for the network domain towards the M2M devices that are connected
to it. Examples of procedure that are proxied include: authentication, authorization,
management and provisioning.M2M devices may be connected to the netlmriain via

multiple M2M gateways.

M2M Area Network Provides connectivity between M2M devices and M2M gateways.

M2M Gateway A gateway that runs M2M application(s) using M2M service capabilities. The
gateway acts as a proxy between M2M devices and thevot domain. The M2M gateway
may provide service to other devices connected to it that are hidden from the network domain.

AccesNetwork: isanetwork, which allows the M2M device and gateway domain to
communicate with the core network

Core Network provides:

V IP connectivity at a minimum and potentially other connectivity means,
V Service and network control functions,

V Interconnection (with other networks) and

V Roaming.

M2M Service CapabilitiesApplications that run the service logic and use M2M service
capabilities accessible via an open interface.

Network Management FunctiongAll the functions required to manage the access and core
networks: these include provisioning, supervision, fault management, etc.

M2M Management FunctionsAll the functions rquired to manage M2M service capabilities in
the network domain. The management of the M2M devices and gateways uses a specific M2M
ASNIAOS OF LI oAt208F ORRY EXZ¢ Gah KA PS

13



M2M Applications ’

M2M

‘ M2M Service Capabilities ‘ Functions

Network Domain ’ Core Netvzork (CN) ‘

Device and Gateway
Domain

M2M
Applications|
M2M Service|
Capabilit

v evice M2M Device

Figure4. ETSI architectural model f{d2M communication

2.3.3 OneM2M

hySanwa Aa I 3t20Ff LINIYSNBKALI RS@St2LIAyYy3a aidl yRI
O2YYdzyAOlFIGA2ya SyloftAy3a fFNBSnHaoOltS AYLI SYSydl G
with various standardization organizations, vendors aendise providers like ETSI, IEEE, Cisco,

Telecom Italia and others.

hySana R2SayQi 2FFSNI I LINBOA&AS RSTFAYA(GAZY 2F an
SEKI dzaiA®S tAald 2F NBIldZANBYSyida GKIFIG | awnwaklL2¢
2013). Buit does provide an illustration (sdeigure5, below) of the functional roles in avi2M

ecosystem.

Ay O)
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Solution

M2M
Application

M2M Common
| Service

MM R
Service Providers

M2M Common Séyvices

N\
Underlying ‘

Network Network

~
Underlying ‘
=

Connectivity Services

Figureb. Functional roles in th#12M ecosystem
The functional entities and their requirements in this illustration are described below:

1. The User (individual or companyka, enduser):
V Uses an M2M solutio
2. The Application Service Provider:
V  Provides an M2M application service
V Operates M2Mapplications
3. The M2M Service Provider:
V Provides M2M services to Application Service Providers
V Operates M2M common services
4. The Network Operator:
V  Provides connectivity and related services for M2M Service Providers
V Operates an underlying network. Suchwarderlying network could, e.g., be a
telecom network.

Any of the above functional roles may coincide with any of the other roles. These functional
roles do not imply business roles or reflect architectural assumptions.

OneM2M provides a detailed standamt M2M/10T in relation to architecture, interfaces,
security, communication protocols and the like. The oneM2M has a layeoei@|, whichis
represented by the picture;igure6, below.

15



Application
Layer

Common Services
Layer

Network Services
Layer

Figure6. oneM2M layered model
Application layer comprises oneM2M applications and related business and operational logic.

Common services layeconsistof oneM2M service functions that enable oneM2M
applications (e.g., management, discovery and policy enforcement).

Network services layerprovides transport, connectivity and service functions.

ETSI, a contributor to the oneM2M Global Initiative, is wakini 2 6+ NR&a G K2NAT 2y G f Al
pipes. As shown iRigure?. Verticd and horizontal pipe standardization scenaribslow,

a vertical pipe scenario is one in which there is application, one network and one (or a few)

t2LJISo0av 2F RSPGAOS6&a0D hy (GKS 20KSNJ KFyRX I a@SNI
where applications share common infrastructure, environments and network elements (ETSI,
G2ySana wSIdZANBYSyGazé HnmoO®

Pipe (vertical): Horizontal (based on common Layer)
1 Application, 1 NW, Applications share common infrastructure, environments
1 (or few) type of Device and network elements

] M2M Applications
Business Dbroviders run
Applicatio#N individual M2M
services. Customer
is Device owner

Business Business Business
Application Applicatior#1 Applicatior
1 T

| \ 4
: . .
I ] M2M Service
CommonApphca’non Infrastructure | Dprovider

hosts several M2M
ransp on Nelwor /\ | Applications on his
(mobile, fixed, Platform.
\Powerlme )
Trans?oﬁ Netwofkg p/Tr?nspon Netw: ‘\ ™ Wide Area Transport
L\/»— 1
Rk P \

ork
/ Network operator(s]
Customer is the M2M
A \ service provider
Ga(e\lay Sl .«\\ \ f
L)
( Loca | I Local NW. \ End user

©
owns / operates the
Device or Gateway

Figure?. Verticd and horizontal pipe standardization scenarios

23.41TU

The ITU is the United Nations specialized agency for information and communication
technologies (ICTs). It allocates global radio spectrum and satellite orbits, develops the technical
standards thaknsure networks and technologies seamlessly interconnect and strives to

improve access to ICTs to underserved communities worldwide.
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ubiquitous networks is fended upon the alinclusive use of networks and networked devices

(ITYU, SERIES Y, 2005). Literally, a ubiquitous networked environment is one in which networks

and connectivity are available everywhere and anytime. Early forms of ubiquitous information

and communication networks are evident in the widespread use of mobile phones.

¢KS $62NR &adzoAljdzA G 2 dza ¢ uldgierrBeaning eN&ywhete KHowejek, il id y NP 2
applied to the world of ICTs in at least two slightly different ways.

U In European usge, it tends to be interpreted geographically, meaning available from all
parts of the globe, no matter how remote. Although possible, thanks to satellite
technology, this may not be economically feasible.
U InJapan and the Republic of Korea, the wordsedumore often in a social rather than
geographical context, meaning that a particular communication service may be
dzy A@SNEIFffe F@FAflFIofSd ¢KS LIKNIFasS adzAldzi2dz
AyaidlyOSz a al@lLAtlIofyS HNYWROKIREBY SO GAYST o

Accordingly, ITU endorses the definition of loT as a network théatlis@l A f 6t S | y@gKSNBE X
FYeaAYSS 68 FyedKAYa YR Fyg2ySos

In this context, consumer products might be tracked using tiny radio transmitters or tagged
embedded hyperlifks and sensors. As illustrated Figures. ITU definition of loT

, connectivity will take on an entirely new dimension. Today, users can connect at any time and
Fad Fye 20 (igloBaynétwatkavi BoNANR apigsiat of humans and electronic
devices, but all sorts of inanimate things as well. These things will be able to communicate with
other things, e.qg., fridges with grocery stores, laundry machines with clothing, implanted tags
with medical equipment and vehicles with stationary and moving objects.

Any TIME connection

* On the move

* Outdoors and
indoors

« Night
+Daytime

* On the move
* Outdoors

« Indoors (away from the PC )

« Atthe PC
Any PLACE connection

* Between PCs

* Human-to-Human (H2H), not using a PC

- Human-to-Thing (H2T), using generic equipment
* Thing-to-Thing (T2T)

Any THING connection

Figure8. ITU definition of loT

Additionally, ITU described the enabling technologies for the realization of the 10T. These
technologies are: RFIDfork 33Ay 3 GKAy3az aSyaz2N) 0SOKyz2f23ASa 7
G§SOKy2t23A8a F2NJ YI{Ay3d GKAy3Ia AaGKAYla YR yly2i
technologies are explained below.
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Tagging things: RFID

In order to connect everyday objects addvices to large databases and netwogkand indeed

to the network of networks (the Internet) a simple, unobtrusive and cosffective system of

item identification is indispensable. Only then can data about things be collected and processed.
RFID offes a means to tag things.

RFID has an advantage over bar code because traditional bar codes identify only a category of
product. For instance, all Gillette Mach 3 razor blades have the same bar code. However, with
RFID tags, each pack of blades would hesvewn unique identifier that can be transmitted to
suitably located readers for monitoring. The RFID tag can hold much more data than a bar code,
and becomes in some sense a rdatabase embedded in the item. Currently, the Electronic
Product Code (EP®B)the dominant standard for data contained in RFID tags for the purpose of
item-level tracking. RFID also allows data capture without the need for a line of sight between a
sensor and a tag. Some applications limit the read range of RFID tags to b&iger®.20

meters, but the majority have a range of approximately one meter. Newer tags in the UHF RF
bands could even have a range of-8.6 meters. This means that physical manipulation or

access to individual items (often stacked or piled) is not edddr identification and tracking.
¢tKA& Aa y20 GKS OFasS gAGK GKS 01N O2RSI 6KAOK Y
to be identified.

9@Syldzrttesx Ad gAff o0S FSIraArAotS G2 aidl 3 I yR NI (
medial instrument to a house key, from a cat to a human being, has the potential to become a
node of the Internet.

Feeling things: Sensor technologies

Sensors are one of the key building blocks of 10T. As ubiquitous systems, they can be deployed
everywhereg from military battlefields to vineyards and redwoods and on the Golden Gate

Bridge. They can also be implanted under human skin, in a purse orgnra Some can be as

small as four millimeters in size, but the data they collect can be received hunufredkes

away. They complement human senses and have become indispensable in a large number of

industries, from health care to construction. Sensors have a key advantage in that they can

anticipate human needs based on information collected about theitexd. Their intelligence,

GYdz GALX ASRé¢ 0@ ydzYSNRdza ySiGg2Njaz fft2a GKSY
environment, but also to take action without human intervention.

Within an intelligent networked system, sensors perform the functions of idpuicesg they

ASNBS a aSeSazée O02ffSOGAYI AYyF2NNIOGA2Y | o2dzi GF
outputunitscil KS&  OlG a aKFyRaAXé AYLIE SYSyllAy3a RSOAAAZ2Y
Thinking things: Smart technologies

Embedded intelligence in the things themselvan turther enhance the power of the network
by devolving information processing capabilities to the edges of the network.

Smart materials incorporate sensors and actuators, as they sense stimuli and respond
accordingly. Currently, there are three main lsnaf smart materials.

U atl-aargsSé avYFNI YFGSNARAFfA GKFG NBaLRyR RANBO

processing any of the signal;
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determine how to respond; and

U & dzi 2 y et dzdterials that carry fully integrated controllers, sensors and
actuators.

Shrinking things: nanotechnology

Nanotechnology focuses on the design, characterization, production and application of
structures and devices through the manipulation and chteazation of matter at the

nanoscale. Potential benefits include increased speed and memory capacities, and a decrease in
energy consumption and, of course, size.

ITUT Study Group 13

ITUT Study Group 13 leads the work of the ITU on standards forgeeeration networks
(NGN) and future networks (ITU, SERIES Y, 2005). It has defined loT as:

G! Ff 201 f AYFNI AaGNHOGAZNE F2NJ 6KS AYyTF2NXYIGAZY
interconnecting (physical and virtual) things based on existing and evolvingpeatable
AYF2NXYEFGA2Y YR O2YYdzyAOFGA2y (SOKy2f23ASadé

NOTE & Through the exploitation of identification, data capture, processing and
communication capabilities, the 10T makes full use of things to offer services to all kinds of
applications, while ensing that security and privacy requirements are fulfilled.

NOTE 2 From a broader perspective, the 10T can be perceived as a vision with technological and
societal implications.

2.35IETF

The Internet Engineering Task Force (IETF) is a large,ioi@enational community of network
designers, operators, vendors and researchers concerned with the evolution of the Internet
architecture and the smooth operation of the Internet. It is open to any interested individual.

IETF providesitsown descriptidrif L 2¢ > | f2y3 gAGK RSFAYAUAZYA
GLYGSNYSG 2F ¢CKAYIAaAZE HaAamnoyY

NG

a2 (

T2N

GCKS o0FaArAd ARSH A& GKEG L2¢ At Odeined)di 2028040 2

provide seamless communication and contextual servicesdeby them. Development of
RFID tags, sensors, actuators, mobile phones make it possible to materialize 10T which interact

andcez2 LISNI G S SI OK 20GKSNJ G2 YI1S 0KS aSNWAOS o6Si

L9¢CQad RSTFAYAUGUAZ2Y 2F aLYGSNYySaGéy

GECRSAIAYLFE WLYGSNYSGQ Aa olFaSR 2y (GKS ¢/ t«klLt
TCP/IP protocol suite cannot belong to the Internet because private networks and
telecommunication networks are not part of the Internet even though they are base@ on th

S

LINJ

¢/ tklLt LINRG202f &AdzZA0Sd® LY GKS @GASGLRAYdO 2F L2¢X

¢/ tkLt &adzAdGS +4 GKS aryYS GAYSoé

L9¢CQa RSTAYAGAZY 2F aUGKAy3Iatgy
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refrigerators, TVs, vehicles, mobile phones, clothes, food, medicines, books, etc. These things are
classified as three scopes: people, machine (for example, sensor, actuator, etc.) and information

(for example, clothes, food, medicine, books, etc$. 86 Wi KAy 33 Q aK2dZ R 6S ARS
one unique way of identification for the capability of addressing and communicating with each

20KSN) YR OSNATFeAY3 GKSANI ARSYUGAGASad Ly KSNBzZ

2.3.6 NIST

The National Institute of Standards and Technology (NIST) is part of the U.S. Department of

/| 2YYSNDS FyR 2yS 2F (GKS ! o{ oQa 2t RSad LIKeaAOlf
support the smallest of technologieshanoscale devices so tiny that tens of tisands can fit

on the end of a single human haito the largest and most complex of humarade creations,

from earthquakeresistant skyscrapers to widedy jetliners to global communication

networks.

A\

bL{¢ YIAyteée O2yaiRSNE LIICe d RSN H&XKEH IvDHDNBH R R
words interchangeably. NIST too gives a description of I0T rather than a formal definition. Two
descriptions of 10T by NIST are presented below. One description is taken from a NIST team
ARSYOGAFASR | aF KIKIS2 @H{ Y /NXKGA YENAOH £ £ SyaISé +yR GKS
Chris Greera NIST senior executive for cylpdnysical systems.

The Smart America/Global Cities Challenge description of 10T:

G/ & -phydichl systems (CRSYometimes referred to as the Internet of Things (IoT)volves

connecting smart devices and systems in diverse sectors like transportation, energy,

manufacturirg and healthcare in fundamentally new ways. Smart Cities/Communities are

increasingly adopting CPS/IoT technologies to enhance the efficiency and sustainability of their

2LISNF GA2Y YR AYLNRB@GS (GKS ljdzr tAde 2F ftAFSD O6bL{ ¢

D NB Sdsapigtion:

G/ @-ph§siedl systems, also called the Internet of Things, are the next big advance for our use

of the web. They allow complex systems of feedback and control that can help a robot

coordinate with a dog or human in a seaahd-rescue operéon or help health care providers

SOl tdad 6S GKS NBEO2@SNE 27T LODINBSYNBa o LFYUISSWIISKISEE bSS
LRSFEZ¢ HAMNnO®

In support of his description, Greer uses the following pictEigureo:
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2.3.7 OASIS

OASIS is a neprofit consortium that drives the development, convergence and adoption of

open standards fothe global information society. OASIS promotes industry consensus and
produces worldwide standards for security, 0T, cloud computing, energy, content technologies,
emergency management and other areas.

RSAONAROGSa L2¢ lFa)oh! {L{X dahlLISy tNRG202f &3¢
G{eadisSYy oKSNB G(GKS LYyGSNYySi Aa O2yySOGSR (2 (KS 1
h! {L{ RS&AONAROSa G(KS dzmoAljdAalGe 2F aSyaz2Nhr | a SEAAI
every room, every part, on every parts list, every sems@very devie in every bedhair or

0N OSt Si Ay S@OSNE K2YS3I 2FFAOSSE o0dzAf RAYy3a 2NJ K22

2.3.8 W3C

The W3C is an international community where member organizations -énfiellstaff and the
public work together to develojVeb standards.

20/ I RRNB&aSa GKS L2¢ dzyRSNJ 0KS dzvoNBttl 2F a2 S¢
Ad NBEFGSR G2 L2¢ FNRBY G(GKS ruutAO|uA2y FYyR 2806
CKAY3I&aé Fa Ftt26a 020/ 3 G286 2F ¢KAyIazé y2 RI{

G¢KS 2SS0 2F ¢KAy3da Aa SaaSyuaalrfte loz2dzi GKS NRCE ¢
development of applications and services for the Internet of Things, i.e., physical objects and

their virtual representation. This includes sensors and actuators, hasyghysical objects

tagged with a bar code or NFC. Some relevant Web technologies include HTTP for accessing

RESTful services, and for naming objects as a basis for linked data and rich descriptions, and

JavaScript APIs for virtual objects acting asipsforreald 2 NI R 2062500 a d¢

2.3.9 Recap

Among the standardization bodies, ETSI provides an architectural model for M2M
communication centered on the usage of connectivity and related models. Data are also a
relevant part of the architectural design. ITgsdribes enabler technologies that are required to
bring 10T into reality. In addition to a structural model, ETSI gives a detailed design and
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description of protocols, addressing security for M2M communication. IEEE 2413 provides an
architectural framewok including descriptions of various 0T domains, definitions of loT domain
abstractions, and identification of commonalities between different 10T domains. Most of the
standardization bodies emphasize the network and communication aspect of loT but WL wor
on the standardization of the Web in a way that supports 10T applications and virtual
representation of 10T components in the Internet. Accordingly, merging the communieation
oriented works done by other standardization bodies, like ETSI, with theaeftwiented work
done by W3C will allow I0T to be practical.

As to the definitions given by these groups, most are general. They are intended to describe 10T

rather than provide a formal definition that addresses all the features of the 10T concept.cAmon
these definitions, we think the one given by TUs the better one, as it tends to address the

different facets of loT.But IF Qa4 RSFAYAGA 2y adAtt €1 01a FSI ddaNBa

capability and ubiquity of the system. The effort WIBEB?2413 seems quite promising and
interesting. An ecosystem for loT and its impact on stakeholders will be identified. And some
architectural principles are to be put forward.

From a general perspective, the segmentation of functions as proposed setesal

definitions, however, seems to neglect a specific point that could be of paramount importance
for the evolution of 1oT: the platform or the infrastructure layer. It is at this layer that functions
and services should be represented. The netwoykigust conveys information, while the
platform decouples from the network the intricacies and the specificity of the applications. In
our view, the real value of the 10T resides in the platforms and not in applications or
communication capabilities.

Ba®d on these definitions, it would appear that 10T will be characterized as a set of
interworking networks of things that can be made smart if they can be identified, named and
FRRNBAaSR 6aYINI 202S00a0d a¢KAY Jérdatatelaggd 0 S
to them or even relationships between objects. For a majority of definitions a thing will be a
node of a network. 10T systems show scaling capabilities, from small systems based on a few
sensors up to large and complex systems. Underpiispective the differentiation between

nodes is emerging: sensor, actuator, gateway, virtual object. All of them assume ubiquitous
connectivity, while each entity performs different functions. Another emerging aspect is the
possibility of using functor@ T FSNBSR G GKAY3I&AQ AYGSNFI OSao

2.4 Research Projects

2.4.1 CASAGRAS Project

/0 {1 Dw! { adlyRa F2NJ a/ 22NRAY | -felat@dactivitigsrandd dzLIL]2 NI |
A0 yYRIENRATFGA2YZE | LINRP2SOG FAYLlF yOSehationdl (KS

guestions about RFID, in support of IoT.
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data capture and communication capabilgieThis infrastructure includes existing and evolving
Internet and network developments. It will offer specific objeentification, sensor and
connection capability as the basis for the development of independent cooperative services and
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applications. Mese will be characterized by a high degree of autonomous data capture, event
UGN YATSNE ySiGg2N] O2yySOiGAGAGE YR AYGSNRLISNI 0Af

As with many definitions that seek to encapsulate a rifaltieted concept there is a need to

gualify what is meant by padilar words in order to minimize ambiguity. Where a definition

has to serve disparate nationalities and language barriers the difficulty of achieving clarity is

even more demanding, particularly where specific terms do not have analogues in other

language® ¢ Kdza G2 Of I NAF& /! {!Dw!{Q L2¢ RSTAYAGAZ2YZ

GDf 20l f YySUg2NJIREFINK GENUK IdZNSA G Aad LG A& | adNn
to that of the global or worlewide Internet itself. It allows messages frammmunicating

devices to be communicated to other communicating devices via a network of computer

connections, packets of data comprising the message being sent via routing devices to the final

destination and in the right order. 10T will invariably explbis Internet infrastructure, at least

initially. But the computer nodes will increasingly be replaced by autonomous computer
FdzyQGAz2yltAlGe FIFOAfAGEGSR 0 &asedsysteNdihath®idA OSa ¢ 2 NJ
the need for human intervention yegerve to satisfy humadefined needs, be they personal,

corporate or otherwise.

Gt KeaAOht NBE8ROGA Fye GFy3aAaofS LKEaAAOIE Sydade :z
any level of complexity and able to be characterized in some way for the pespuf unique
identification.

G+ AN dz- & ® 2BrOFidmnS 202S00Ga& GKFEG NS NBLINBaASYGSR A
relationship with a physical object. Again, the need is seen to assign identity to the object if it is
to be accommodated withinhie |0T.

G5F 41 OF LJidzZNB ¢ | yR ol dkilS2FySoNER2 dad2 RiFKGS: LONBLAISIINGES 2 F 2
particular source and introducing the data into a communication to a computing or other data

handling system. Increasingly, the data capture process wlbitthe advantages of automatic

identification and data capture (AIDC) systems with less and less human intervention when

implementing applications or services within the IoT.

G { LIS OA Fidettificator&@S NBFSNE (2 (GKS ¢ @&ntifledeitheKk A OK 2062S 00
through natural features where this is appropriate or by codes in data carriers such as linear bar
codes, twaedimensional codes or RFID tags.

G{ Sy az2NE 2efelthyaparicalat daiegory of devices that can sense or measure
definedphysical, chemical or biological quantities and generates associated quantitative data.
This is in contrast to other sensor definitions that are encountered in relation to the 10T in which
devices such as RFID readers are considered to sense the datthane.

"Actuation" and "sensoractuation networks" (SANsare often coupled with sensors and the
notion of sensing, implying a coupling that features in most control systems. Actuation is
therefore a further important aspect for the 10T, not only witspect to sensing but also with
respect to particular humato-object applications in which a device or system has to be
activated or operated (such as an access barrier or door).

G/ 2yySOGA2Yy OF LI 0 A bathitefetto theyaBility dohdglgeDiOriiekadeh G & ¢
between a source of data and a device that can carry or handle it. The greater the capability or
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connectivity the more effectively data can be transferred. Performance factors and criteria will

be associated with such capabilities.

The ASAGRAS project also offers a Haytel architectural model of I0oT. The CASAGRAS

architecture consists of three layers:

l. Physical layersin which the physical objects or things are identified and rendered

functional components of the Internet of Thingsdligh the use of objeet

connected data carrier technologies, including RFID.

Il. Interrogator-Gateway Layer providing effectively the interfaces between the
objectconnected devices and between the interrogator and the information

management systems.

Il Information Management, Application and Enterprise Layénterfacing with the

interrogator-gateway layer the information management layer provides the

functional platform for supporting applications and services.

The CASAGRAS project architectural model is depicteigjirrel 0.

Internet of Things - The inclusive model

1D and Additional
object-connected

Netwaorked data
camers

Actuators

Host Information
Managemeant
System

Intefrogator/
gateway
device

Wider ated

o data communications
g and Networks
~ Actuators
g T g /) L Host Informatian
5| i ga °ga Managohle
£l IL... dice | 4—p
o Sensary data
E. carriers
o Actuators

Interrogatar/ Host Information

gateway Management hhadd ’
device {_’ System
r'S

1—0 Further layers of Data Capture Technology €-«--------*
[l

Figure10. CASAGRAS project architectural model

2.4.2Berkeley University (Cyber Physical Systems)
Most IoT activities in the U.S. are considered under the topayberphysical systems (CPS).
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the system is used for. This difference will be addressed in section 5.1 of this document. The
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Berkeley University team defiseyberlJK @ 4 A OF f aeéadSyvya Fa o[ SSZ a/ e&oSi
2008):

GX AYGSaANIGA2Z2Yya 2F O2YLMzil A2y ySie2NJAYy3a | yR |
networks monitor and control the physical processes, with feedback loops where physical
processesBTFSOG O2YLJziF GA2ya FyR @A0S OSNAI d¢

2.4.3 I0FA Project
I0T-A is a European project that aims to develop an architectural reference model for I0T.

NAoSa L2¢ Ay (GKS F2ft2Ay3a YIYAENI 0. | 2aA
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I0T-A project mainly focuses on developing an architectural reference model, along with

security, addressing @mmanagement and protocéével interaction of the various components
of the architecture.

The I0TA model has three sutmodels: the Domain Model, Information Model and Functional
Model. The loT architecture is included in the Domain Model of the thrbarsadels. The I0°RA
Domain Model and the interaction between the different components is represented in the

following diagramFigurelO:
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Figurell. loT-A architectural model components interaction
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Figurel2. Devices, resources and services

Figurel2 depicts the relationship between services, resources and devices and shows several
deployment options. Networbased resources are not shown, as they can be regarded as being
hidden behind clousbased servicedn this document, we mainly consider the architectural
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model of IoTA. The components making up this particular architectulelvei described in
detail in a later chapter.

2.4.4CERROT Project

The loT initiative (loT), an EU Framework Programme 7 project, began in September 2010 and
it brings together key actors from all relevant but currently fragmented IoT communities in
Euope to work jointly towards a common vision of the 10T. The Cluster of European Research
Projects on the Internet of Things, or CHEP, completely adopts the architectural reference
model of the |07A project.

The CERPT definition of IoT (CER®T,* A aA 2y & YR [/ KIffSy3aSaz¢é wnmno
RSTAYAGAZ2Y 2F GliKAYy3IE Ay (KS -102¢ BESS 2 Tl ad YK SN
be defined as a real/physical or digital/virtual entity that exists and move in space and time and

is capablef being identified. Things are commonly identified either by assigned identification

numbers, names and/or location addresses.

As for an loT definition, the CERHA project states:

GLYGSNYSG 2F ¢KAYy3Ia 6L2¢0 A dcoudye defiidd @shNI G SR LIF NI
dynamic global network infrastructure with setbnfiguring capabilities based on standard and
AYGSNRBLISNIotS O2YYdzyAOlI GA2Y LINRPG202fa 6KSNB LIKe:
physical attributes, and virtual personalitiaisdause intelligent interfaces, and are seamlessly
AYGSANFGSR Ayild2 GKS AYyTF2NXIGA2Y ySGg2N] @ Ly (GKS
participants in business, information and social processes where they are enabled to interact and
communicate amog themselves and with the environment by exchanging data and information
WASYASRQ 62dzi GKS SY@ANRBYYSYyGZ gKAES NBIFOGAYy3 |
and influencing it by running processes that trigger actions and create services withaut

direct human intervention. Interfaces in the form of services facilitate interactions with these

WAYIFENI GKAYy3aQ 20SNJ GKS LYGSNySiasz jdzSNE FyR OKI Y
with them, taking into account security and privacgzs a @ é

This definition of 10T has three shortcomings, according to the authokscbitecting the
Internet of ThinggUcklemann et al., 2011):

U First, it lists components that have been mentioned before in relation to other visions
such as pervasive or uhijous computing and therefore it is difficult to distinguish
from these concepts.

U Second, it misses wider consideration of current developments and user interactions in
the Internet commonly referred to as Web 2.0. Similar to the relationship between the
World Wide Web (WWW) and the Internet, the addition of Web 2.0 functionality may
be seen as a useentric extension to the Internet of Things rather than an integral part
of it. However, whereas the development of the Internet began more than thirty years
before the realization of the WWW in the early 1990s, the Internet of Things is already
being influenced by Web 2.0 functionality right from the beginning. Both technology
developments have been happening in parallel rather than consecutively.

U Third, it dbes not provide a reason why or how the Internet of Things will be a self
sustainable and successful concept for the future.-Sedtainability encompasses
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viability, including a dynamic global network infrastructure with-selffiguring

capabilities basd on standards and interoperable communication protocols as well as
openness for future extensions, ideas and technologies. Economic success may never
have been a part of a definition for the Internet or other technical network
infrastructures. Neverthelgs, we consider it a valid consideration within a holistic
definition approach as economic success and adoption is just as important as technical
sustainability in a forwardboking statement.

2.4.5 IERC Definition

IoT European Research Cluster, IERG is@pean Uniotiunded project aimed at addressing
the large potential for lIobased capabilities in Europe and to coordinate the convergence of
ongoing activities.

¢KS LOw/ RSTAYAGAZ2Y adGldS8a GKFG L2¢ Aa o6LOW/ I 4l

"A dynamic globbanetwork infrastructure with selfonfiguring capabilities based on standard

FYR AYGSNBLISNIotS O2YYdzyAOlIGA2y LINRPG202fa 6KSNB
physical attributes and virtual personalities and use intelligent interfaces, @nskamlessly

integrated into the information network."

IERC has supported its definition using an explanatory figure, depicted befguirel3:

A dynamic global network have identities, physical
infrastructure attributes, and virtual

v - personalities
- Vg
with self configuring S W
A use intelligent interfaces,
- ;4‘ -
4

capabilities

based on standard and
interoperable

communication protocols

where physical and virtual into the information
“things” network.

and are seamlessly
integrated

Figurel3. Pictorial representation of 10T by IERC project

2.4.6 ETP EP0SS Project

The European Technology Platform on Smart Systems Integration, ETP EP0SS is an industry
driven policy initiative, defining research and development (R&ld)ianovation needs as well

as policy requirements related to Smart Systems Integration and integrated-Mitto
Nanosystems. EP0SS is contributing to EUROPE 2020, the EU's growth strategy for the coming
decade, to become a smart, sustainable and inc&ussonomy.

ETP EPoSS provides three different definitions of 10T, which take into account the concepts of
functionality and identity, seamless integration and semantic features of IoT (ETP EP0SS,
LYGSNySad 2F ¢KAY3IA AY HANHNZE HANYyOL®

G¢ KAYIa KIs@irdyidual bhdrsBnalitids dperdting in smart spaces using intelligent
AYGSNFIOSa G2 O02yySOG FyR O02YYdzyAOFIGS S6AGKAY &a2(
A different definition, one that puts the focus on seamless integration, could be formulated as:
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2008):
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Wl  gwidsdeRvork of interconnected objects uniquely addressable, based on standard
O2YYdzyAOFGA2Y LINRPG202f adQ¢
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While the current Internet is a collection of rather uniform devices, hmvdeterogeneous in

some capabilities, it is expected that the 10T will exhibit a much higher level of heterogeneity, as
totally different objects in terms of functionality, technology and application fields will belong to
the same communication environme

2.4.7 Internet Connected Objects for Reconfigurable Ecosystems (iCore)

iCore is an EU project which aims to empower the 10T through virtual objects and cognitive
technologies.

Al 2NB R2SayQi 3IABS || F2NNIf RSEKeoAlOTMBrythe2 T L2¢ 0
writings on the various deliverables released by the project. One such description of 10T by the
Al 2NB LINRP2SO0 o6. SNJISNBR:Z da+xAarzy 2F GKS Cdzidz2NB I
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GhdzNJ 62NI R A& 3ISGGAY3 Y2NB YR Y2N#bO2YyySOUSRD |
connected through the Internet, but Internet connectivity will also be brought to billions of
GFry3AxofsS 20250Gax ONBIGAYa GKS LYGSNYySi 2F ¢KAY:

2.4.8 Other Internet of Things definitions

The Web site Postscapes (http://postscapes.com/ingtrof-thingsdefinition) offers a wide
range of loT definitions. Here we present a few of the interesting ones.

EFlux: Internet of Things (Keller Easterling)

a!'y WLy G S NIsGibes 2 \Worldiembegdadamih s&krBany digital devices that the space

between them consists not of dark circuitry but rather the space of the city itself. The computer

KIa Sa0lF SR GKS 62EZ YR 2NRAYINE 206280iG&a Ay &Ld

The Internet of People: Integrating 10T technologies is not a technical problem (Mike

Kuniavsky)

o{The I0T]..isthe combination of distributed information processing, pervasiveless

networking and automatic identification, deployed inexpensively and widely. The underlying
technologies and the applications that are traditionally discussed don't matter much, because it

is this combination of factors that deeply affects people iaddstries, and it does it by

connecting people's immediate experiences to the power of digitally aggregated and analyzed
information. In other words, the Internet of Things turns physical actions into knowledge in the

cloud and knowledge inthe cloud itdk € & A OF £ F QG A2y Ay | ¢l & GKIGUaA

LinkedIn IoT group discussion, April 2010 (Rick Bullptta
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range of applications that it enables. It (will somedayresent a set of protocols for interacting

with the information shadow (data, event streams) and capabilities (services) of the participants

in the Internet of things. It (will someday soon) represent a semantic model for the connected

entities. It is enaled by and intersects with thébicompmacro trends. It affects and influences

the development of the futurimternet (a topic we'll be discussing at the International Research

Forum in a couple weeks}he effect on IP addressing, security/packet validiifferent types of

vh{ ySSRA& YR KAIKSNI f S@St LINRG202ta O2dAZ R 0S a&c

Between the Revolution of the Internet and the MetamorphosisObjects(GéraldSantucci,

2010)

G¢KS LYGSNYySG 2F ¢KAy3Ia f ihghirtdal iokdShugenah@ia 2F (K
anytime, anyplace connectivity for anything and not only for anymefersto a world where

physical objects and beings, as well as airtiata and environments, all interact with each

20KSNJ Ay GKS alryYyS &Ll O0S FyR GAYS®E

Arduino, Sensors, and the Clog@haralampos Doukas, 2012)

G! Jt 201t ySig2N] Ay TNI a lokjped (stmNddid cdmpyfifgAdgtad LIK & & A (
capture and network communications. It allows devices to communicate with each other, access
information on the Internet, store and retrieve data, and interact with users, creating smart,

pervasive and alwaysonnected ¥ A NR Y YSy (1 & @ ¢

2.4.9 Recap

Projects in the 10T space give better definitions and architectural models than the
standardization bodies. Unfortunately, the acceptance of these definition and models is difficult
outside of the community that works on a specifiroject. Among the projects mentioned

above, CASAGRAS andAogive an architectural model for loT. The architectural model given
by I0FA appears to be the more complete one and it is endorsed by other European projects
(like CEROT, iCore) that tryo create an acceptable framework for the development of 10T in
Europe. This framework is based on the segmentation of functionalities and the identification of
a number of basic components that provide APIs for programming functions, services and
applicatons in the loT field. The approach undertaken is the one of construction of a large
horizontal platform to be used for a large number of loT applications. For instance, the
CASAGRAS architectural model is important especially from the layering poawot tie

definition of 10T given by CERF is one of the better ones and it tries to address most features
of loT. In our view, integrating the different facets touched by the several projects and their
integration into a standardization attempt will cstitute an allinclusive definition of IoT. There

is still a long way to go in achieving this holistic view. The various projects are giving sufficient
consideration to the current standardization framework and the input from projects and
initiatives is meh too fragmented in order to frame it into a standard. Clearly, a convergence of
effort and ideas in the realm of IoT remains an unrealized goal.

2.5 National Initiatives

2.5.1 UKFuture Internet Strategy Group

UK Future Internet Strategy Group is a bassled group established to help the United
Kingdom play its part in shaping the future Internet by giving the UK a common voice and a
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focus for stakeholder engagement, highlighting R&D priorities, advising the UK government and
the EU on the future Interwet.

¢KS 'Y FdzidzNBE LYyGSNYySd adNFdS3e 3INRdzZI O2yaiRSNE
RSFTAYSR Fta o0!Y CL{DZ aCdzidzNE LYGSNYySiG wSLER2NIZ& -+

G!'y S@2t gAy3 02y @SNAEASY(d LYyGSNYySad 2% GKAy3a | yR
part of an allpervasive, omnipresent, sogeconomic fabric, made up of converged services,

shared data and an advanced wireless and fixed infrastructure linking people and machines to
LINE GARS | ROIFIyOSR &aSNWAOSa (2 odzaAySaa FyR OAGAT S

O\

2.5.2 Digital Lifestyd Malaysia (DLM)

DLM is an initiative undertaken by The Malaysian Communications and Multimedia Commission

(MCMC) to promote and accelerate the development and adoption of applications and services.

It includes the adoption of intelligent loT infrastruotsrin Internetbased communications

transactions to promote growth and better quality of life. The commission describes I0T in the
F2tt26Ay3 gle& oOowlYFEAY3IFYX a9y 3F3S YR LYGSNF OG3

G¢KS LYGSNYySaG 2F ¢KAy3Ia Aa I ypsoSusts, eyicegad OK I RIS
inanimate objects share information about themselves in new ways, itimealUsinga range

of technologies such as embedded radio frequency identification (RFID) chips linked with IP

addresses (internet signatures), ndesld communications, electronic product codes and GPS

systems just about anything can be connected to a networkcdimeected objects can then be

tracked and output information can be recorded, analyzed and shared in countless ways via the
LYGSNYySaoé

2.5.3 Internet of Things Strategic Research Agenda-G&R)

I0T-SRA is a Finnish research initiative with the goalretting the research efforts in Finland to
focus on significant value creation.

Before providing a definition of 0T, KSIRA surveyed the definitions given by other entities and

OFGS3A2NAT SR (KS RSTAYA(GAZ2ZANBYii & RZENVWBD/VIISSNG 8/TRI
G{ SYI-¥NRAOWG SRE (BSRA présghtedthedté Hsiohs2td their respective
definitions in the followingways (lTw! = a LYy GSNYy S 2F ¢KAy3Ia {GNF GS3.

1. TheThingg NASYy i SR @GA&arz2y FT20dzaSa 2y (GKS GKAy3IaQ A
line with the original idea presented BIT AutelD Labs for using RFID tags to uniquely
identify things. While the original idea was tied to the RFID and Electronic Product Code
(EPC), other identification alternatives have emerged, and the concept of an identifiable
object has been expanded toclude virtual entities. From this perspective, 10T is
defined as:

GCKAY3IA KFIOPAY3I ARSYGAGASE YR OANIdZd f LISNE2Y
intelligent interfaces to connect and communicate within social, environmental and user
O2y (SEG & ®¢

Or
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a!  g-RidehedRwork of interconnected objects uniquely addressable based on
a0FyRIENR O2YYdzyAOIFGAZ2Y LINRG202f a dé

2. The Internetoriented vision emphasizes the role of the network infrastructure and is
concerned with the applicability of the available (aatlre) Internet infrastructure,

including IP protocol stack and Web standards for the purpose of interconnecting smart

objects. This perspective is promoted by, for example, the IPSO (IP for Smart Objects)
Alliance, Internetrchitecture, and Web of Thisgcommunity, suggesting that 10T shall
be built upon the Internet atutecture, by adopting and, when necessary, simplifying
the existing protocols and standards. From this perspective, l0oT can be defined
(following the definition by the CASAGRAS projest)

! Ft 201t ySUie2N] AYFTNI aGNUOGdz2NBT Ayl Ay3
exploitation of data capture and communication capabilities. This infrastructure includes

existing and evolving Internet and network developments. It will offer $pebiect
identification, sensor and connection capability as the basis for the development of

independent cooperative services and applications. These will be characterized by a high

degree of autonomous data capture, event transfer, network connectinily
AYUSNRLISNI 0Af A& Dé

3. The Semanticsriented vision focuses on systematic approaches towards representing,
organizing and storing, searching and exchanging the tigegserated information, by
means of semantic technologies. According to this visionagipication of semantic
technologies to oT:

GX LINPY23GSa AYGSNRLISNIoAfAGeE Y2y3 L2¢

LIK

NE & 2 dz
and consumers, and facilitates effective data access and integration, resource discovery,

semantic reasoning, and knowled§eE i NI OG A2y ¢ OGKNRJdzZAIK8 aSTFFAOA

solutions that can structure, annotate, share and make sense of the loT data and
facilitate transforming it to actionable knowledge and intelligence in different
F LILIX AOF GA2Y R2YlFAyade

The 10TSRA combines the abe three approaches and devised their own definition as follows:

Ao The IoT ish global network and service infrastructure of variable density and connectivity with

selfconfiguring capabilities based on standard and interoperable protocols and forntathjw
consists of heterogeneous things that have identities, physical and virtual attributes, and are

asShytSaate FyYyR aSOdNBte AyadSaNIGSR Ayid2z2 GKS

2.5.3 Recap

The importance of the national initiatives is very high. They show how to deploy ataitex
current 10T solutions. The objective of the Initiatives is mainly to position a specific country at
the forefront of this set of technologies and problem domains. They attempt to provide to a
large extend the means and the perspective for a courdrgrow in this area. Having a clear
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idea of what loT is of paramount importance to achieve the expected results. The adoption of
one loT definition over another could have important consequences for how to reach global
goals.

Most of the definitions givey the national initiatives are concise. Among the listed
stakeholders, I06ERA made a survey of the definitions given by other bodies and categorized all
the possible definitions into three classes as Interoeénted, thingsoriented and semantic
oriented. Finally, l0ISRA provides a definition that encompasses all the three views mentioned
above.

The national initiatives show clearly that approaching the loT domain with a good understanding
2T 6KIG L2¢ Aa OFy 3dzi RS onereteeddlagpedlidy feaultsinOi A 2y a (2 ¢
order to gain technological leadership in an important sector.

2.6 White Papers

HPCcWMR Y GKS LYGSNYySia 27F [/ 2YI(MaieshEal., 2R0)0KS Ly dSNYS
G¢KS LYGSNYySG 2F ¢KAy3Ia NBLINBaSyda | GAaAA2Y Ay
embracing everyday objects. Physical items are no longer disconnected from the virtual world,

but can be controlled remotely and can astghysical access points to Internet services. An

LYGSNYSiG 2F ¢KAy3IE YI15Sa8 O02YLMziAy3 GNHzZ & dzo A lj dzA (

H ®cdzl dzNB [(Syciety fiB&in ktegrity, Sweden, 2010)

TheSociety for Brain Integrity is a nonprofit organization established to create an awareness of
cybernetic technology and electronic abuse, such as illegal data collection and manipulation of
humans via a bragmachine interface.

The Society conceivesof IbTa & Cdzi dzZNB Ly i SNy SGé¢ +FyR 3IA0Sa (GKS ¥
concept:

LG YSEFya GKFG ye LKeaAaAoOlrt GKAy3 Oy 06S02YS | (
to other things. 10T is formed by numerous different connections between PCs, humamai,

human to thing and between things. This creates aamifiguring network that is much more

complex and dynamic than the conventional Internet. Data about things is collected and

processed with very small computers (mostly RFID tags) that areatedrie more powerful

computers through networks. Sensor technologies are used to detect changes in the physical

environment of things, which further benefits data collection. The network becomes more

powerful when intelligence can be embedded to things mmcessing power can be distributed

Y2NBE 6ARSt& Ay GKS ySiGg2N] d¢

The Society has defined the Future Internet as follows:

U Pervasiveness and ubiquityigital content and services will be all around us in not only
ICT devices but in any physical objeats, Embedding computers to a physical
environment creates a link between physical and digital worlds.

U Network of networks Internet of the Future connects networks of objects to the classic
Internet. The result is a combination of different communicati@tworks that are able
to manage the complex communications of large amounts of information and enable
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new kinds of service8p]. As the structure of the Interndiecomes more complex and
vulnerable to security threats, according to some views, governments and corporations
FNBE AyOftAySR (2 ONBIGS aSLINIFGSR aLl 6Sasz asgl

U Interoperability and AccessibilityDevices and objects are netvkad and work
seamlessly together. Interoperability is implemented also in the level of network
architecture making the communication between services and applications also more
fluent. Services and content can be accessed anywhere, anytime and with many
different devices. Mobile devices will dominate globally as access points to the Internet.
This is the case especially in developing countries where mobile devices are an
affordable solution for the lack of buiibh network infrastructure.

U Miniaturization with simplification: In 10T the computers at the end nodes of the
Internet are small to the point of being even invisible to the eye when embedded in the
environment. The purpose of this kind of miniaturization is not necessarily to include
the capacity of dull-blown computer in an ever smaller scale device but to include only
those functionalities that are relevant and necessary in the particular environment and
context of use. They are inexpensive and have low energy consumption and feature few
functionslike sensing, storing and communicating a limited amount of information and
they normally need to be accessed with another device such as a mobile phone.

U Contextawareness Future Internet will be able to recognize different contexts by using
different sersor technologies. On the physical level sensors gather information from the
physical environment and on the digital level they gather information about the
network and applications. When that information is combined with other input data the
network and aplications are able to dynamically adapt to optimal processes at any
actual moment.

0 Autonomy: Input of information in the Future Internet does not have to be made by
humans only. Machines will interact more and more with each other becoming more
predominart than humancentric interaction. In 0T, sensors and actuators that are
embedded in the environment can collect data autonomously and transmit it to each
other and the network. In Semantic Web automatic processes can produce information
combined from sepaate sources.

U Virtualization of resourcesVirtualization enables better exploitation of network
resources with higher flexibility and security.

0 Semantics Semantics are an important part of Future Internet. By the use of semantic
annotations linked to thénformation in the Web locating information will become
much easier, faster and more accurate.

H @ c The Intérnet of Things: Networked objects and smart devi€gdammersmith Group

2010)

G¢KS LYOGSNYySiG 2F ¢KAy3Ia OtbhrvaddkeipSydicalworRA IAGEFE 2 @S
Objects and locations become part of the Internet of Things in two ways. Information may

become associated with a specific location using GPS coordinates or a street address.

Alternatively, embedding sensors and transmitters into objects enables them to be addressed by
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Internet protocols, and to sense and react to their environments, as svetiramuicate with
dZASNE 2NJ 6A0GK 20KSNJ 2025004 d¢

HPcdnd a¢KS LYGSNYySI 2F ¢KAy3Iaé o/ KdzA SG Ff dZ w7
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of Things, sensors and actuators eedlled in physical objeatdrom roadways to pacemakers

are linked through wired and wireless networks, often using the same Internet Protocol (IP) that

connects the Internet. These networks churn out huge volumes of data that flow to computers

for analysisWhen objects can both sense the environment and communicate, they become tools

F2N) dzy RSNEGI yRAYy3a O2YLX SEAGE YR NBA&ALRYRAYy3 (2 )
these physical information systems are now beginning to be deployed, amdofahem even

g2N] fFNBSfte gAlK2dzi KdzYty AYyGSNBSyGA2Yy d¢

® ¢ The Software Fabric for the Internet of Things 6 wSt f SNY¥S@SNJ SG X wunny
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H ® c The Intérnet of Things: In a Connected World of Smart Objéctso ! OOSyYy G dzNE 3 . I Yy
Foundation of Innovation, 2011)

G¢KS LYGSNYySiG 2F ¢KAy3aa oL2¢0 O2yaraida 2F (GKAy3:
anywhere. In its most techrdl sense, it consists of integrating sensors and devices into everyday

objects that are connected to the Internet over fixed and wireless networks. The fact that the

Internet is present at the same time everywhere makes mass adoption of this technolegy mo

feasible. Given their size and cost, the sensors can easily be integrated into homes, workplaces

YR LldzofAO LXIFOSad Ly (KAa slex ye 2028004 OFy
Internet. Furthermore, in the 10T, any object can be a datace. This is beginning to transform

the way we do business, the running of the public sector and théoddgy life of millions of

LIS2 LX Saoe

2.6.76Chind s Initiative for the Internet of Things and Opportunities for Japanese Business,
A (Inoue et al., 201/Normura Research Institute (NRI))

NRI is a Japanese research institute working mainly on areas related to the financial industry.
bwL AYRAOFGSR GKFG L2¢ gl a O2yaARSNBR (G2 0SS aiK¢
when RFID began to attracttantion in the logistics and retail fields.

According to NRI, currently the concept has developed into a broader concept in which:

GF aeadsSy LFdzi2aYFdAOIffte NBO23AYyAT S& AYF2NNIGA2Y |
FO GKFG WYiAgS@e  gzRANA2DEYIa2NAE YR OF YSNI &4 02YyySC
valueadded information by comprehensively analyzing the state and location of two or more

things. At the same time, the system uses such information to automatically control equipment

ay R RSOAOSE 0

2.6.8Recap
hyOS | 3FAYyS RAFFSNBY(G LISNBRLISOUGADSE LINRPRdAzOS RATFTFS
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defining features of 10T, in addition to attempting definitionse@ll, the white papers cover a
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range of concepts, including ubiquity, unique identification, heterogeneous communication,
ASNIAOS: GKS daYINlySaaed 2F GKAy3a yR GKS 02yy¢
Like the previous definitions, no omefinition here embraces all features of loT. But the

different definitions touch different aspects of 10T, and these can be merged to into-an all

inclusive definition of IoT.

2.7 Books

2.7.1Architecting the Internet of Thing8Jckelmannet al. editors, 2011.)

Before attempting definition for IoT, the editors of this book considered what the lodt isor
at least not exclusively. In support of this idea, they reference a related blog discussion started
by Tomas Sanchez Lépez, who adythat the 10T is not only:

U Ubiquitous / pervasive computing, which does not imply the usage of objects nor does it
require a global Internet infrastructure,

U The Internet Protocol (IP), as many objects in the Internet of Things will not be able to
run anlinternet Protocol,

U A communication technology, as this represents only a partial functional requirement in
the Internet of Things similar to the role of communication technology in the Internet,

U An embedded device, as RFID tags or wireless sensor netiVég&tsd) may be part of
the Internet of Things, but as a staiatbne they miss the baednd information
AYFNF a0 NHzOGdzNBa FyR Ay GKS OFrasS 2F 2{b GKS &

U The application, just as Google or Facebook could not be used in the eartyth990
describe the possibilities offered by Internet or WWW.

LY FRRAGAZ2Y G2 GKS F102@S yS3ardAizyas GKS | dzi K2 NA
the Internet of People (although we believe that the Internet of People will link to the Internet
oftc KAy3ao FyR Ad A& y20 GKS LYGNrySd 2N 9EGNY ySi

Therefore, applications that provide only access to a small group of stakeholders (e.g., a few
companies) should not be considered to represent the full scope of the IoT. However, all fields
of research mentioned above overlap partially with the 10T, as depictdddgurel4, below.
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Figurel4. Overlaps of the Internet of Things witither fields of research

A minimalist approach towards a definition may include nothing more than things, the Internet

FYR | O2yySOGA2Yy Ay 0S06SSyd a¢KAYy3Iaég NB Fye AfF
technology that is used for identificatiar providing status information of the object and its
AdzZNNR dzy RAy3ad aLYGSNYySie Ay GKAa OF&aS NBFSNE (2
requiring access to information for more than a small group of people or businesses. A closed

loop applicaion consequently has to be regarded as an Extranet of Things. The Internet acts as a

storage and communication infrastructure that holds a virtual representation of things linking

relevant information with the object.

Eventually, the editors dkrchitectirg the Internet of Thingdefine the loT as:

GThe future Internet of Things links uniquely identifiable things to their virtual representations in
the Internet containing or linking to additional information on their identity, status, location or
any otherbusiness, social or privately relevant information at a financial offimamcial payoff

that exceeds the efforts of information provisioning and offers information access to non
predefined participants. The provided accurate and appropriate informatmnbe accessed in

the right quantity and condition, at the right time and place at the right price. The Internet of
Things is not synonymous with ubiquitous/pervasive computing, the Internet Protocol (IP),
communication technology, embedded devices,pigiaations, the Internet of People or the
Intranet/Extranet of Things, yet it combines aspects and technologies of all of these
approaches

This definition is built upon fundamental concepts that may be defined as follows:

Right quantitycan be achievethrough high granularity of information combined with filtering

and intelligent processing.

RighttimeR2 83 y2d ySOSaal NAt& Y&y LyaaAaysSs odai Y2NB
sufficient to receive information about an object only once a day or ionilge case of a status

change. Consequently, right time is nhot synonymous with-iead.

37



Right placedoes not imply any place. Rather, it implies the place where the information is
needed or consumed (which may not be the same place it is generatedrithation is not
generated and consumed in the same place and if either of these places have unreliable or
intermittent network connectivity, then effective data synchronization protocols and caching
techniques may be necessary to ensure the availalfifpformation at the right place.

Right informationis a condition that may be met if it can be utilized with minimum effort. This
includes humasreadable information for human interaction as well as semantically and
syntactically enriched machireadable information, which may in turn require the
transformation of lowlevel raw data (possibly from multiple sources) into meaningful
information and may even require some pattern recognition and further analysis to identify
correlations and trends in the generated data.

Right priceis not automatically the Mest price, but instead it is a price between the costs for
information provisioning and the achievable market price. Information provisioning costs
include labor costs as well as infrastructure costs.

2.7.2The Internet of Things: 20th Tyrrhenian Workshop on Digital Communicat{@isgsto et

al., editors, 2010)

bt¢KS SELINB&aaAz2y WLYGSNYySi 2F ¢KAyHamhedad 6ARSNI GF
new paradigm that involves a wide set of technologies, applications and visions. Also, complete

agreement on the definition is missing as it changes with relation to the point of itiean

focus on the virtual identity of the smart objects and tlegipabilities to interact intelligently

with other objects, humans and environments or on the seamless integration between different

kinds of objects and networks toward a servicEnted architecture of the future Internet.”

2.7.3Internet of Things: Legal PerspectivBd/eber et al., 2010)

"A world where physical objects are seamlessly integrated into the information network, and

where the physical objects candmeneactive participants in business processes. Serarees

available to interact with these 'smart objects’ over the Internet, query their state and any
AYF2NXYEGA2Y F3aa20AFGSR gAGK GKSYZ GF1AYy3a Aydz2 | C

2.7.46LOWPAN: The Wireless Embedded Interf&telby et al, 2011)

"Encompasses all the embedded devices and networks that are natreglghed and Interet-
connected, along with the Internet services monitoring and controlling those devices."

2.7.5Internet of Things: Global Technological and Societal Trends from Smart Environments

and Spaces to Green IQJermesan et al, editors, 2011)

"The Internet of Things could be conceptually defined as a dynamic global network infrastructure

with selfconfiguring caabilities based on standard and interoperable communication protocols

GKSNE LIK2aAOFt |yR @QANIdzZd f QUKAYIEAQ KI FS ARSYUAI
use intelligent interfaces and are seamlessly integrated into the information network

2.7.6Recap

[A1S GKS 2G0KSNJ adl1SK2t RSNA 6SQ@S OAGSRZ (KS RSH
some aspect of IoT and are aimed at describing an 10T is for their specific readers. But the

definition given by the bool&rchitecting the Inteet of Thingsis helpful because it provides

several different perspectives. First, it discusses what an 10T system is not, which provides
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contrast to the topic. And by explaining the terms used in its definition helps comprehension by
persons from diffeent backgrounds. In our view, if amendments were made to the features of
IoT addressed by this definition, it would qualify as an inclusive definition of 1oT.

2.8 Industrial Activities

2.8.1 SAP Definition
{1t RSTAYSa (KS L2KAYAADd HASNMEY aLYGSNYSG 2F ¢
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where the physical objects can become active participants in business processes. Services are
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been associated with business processes. (Most businesses, irrespective of their size and

function, are invariably involved with physical entities of one kind or another.) The implication

here is the manner in which tagged or otherwise identified objects are integrated into business
processes.

o
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relevant and valuable than ever before, turning information into actioat ¢heate new

capabilities, richer experiences and unprecedented economic opportunity for businesses,
AYVRAODGARIzZE £ & FyR O2dzy 0 NASadé

Yesterday, in this view, people, process, data and things functioned independently. Today, the
Internet of Everything (loEYings them all together by combining machitemachine (M2M),
personto-machine (P2M), and persen-person (P2P) connections.

Information extracted from these networked connections creates new capabilities, richer
experiences and economic opportunitys depicted in the overlapping domainskigurel5.

Networked Connection of People, Process, Data, Things

People Process

Connecting o a Delivering the right
people in ¥ Y ¢ “ information to the right
more relevant, person (or machine)
valuable ways at the right time

loE

Things
Data E Physical devices and
Converting data ’, \ objects connected to the
into intelligence i @ Y Internet and each other
to make better I ~4 for intelligent decision

decisions making; often called

Internet of Things (loT)

Figurel5./ A3 02Qa LIAOG2NRIFf NBLINBaSydalrdGAzy 2F L29
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In sum, the everyday things you grew up withuch as your toaster, your alarm clock, your car,
your refrigerator and your televisionare all going to be network/Internet connectethis

means you (and hopefully just you) will be able to interact with them from wherever you are in
the world g right from your mobile device.

A factory provides a good example of how the Internet of Things will bring significant advantage
to how we conduct our dily business. Imagine a factory floor where the various comporgnts
such as the delivery trucks, the warehouse doors, the shipping containerg,atare network
aware and able to interact with each other in real time.

A forklift can configure itséto lift an inbound package, because the package told it that it was
coming. And all the doors are open for it as it moves, because the doors know where the forklift
is. And because the package is temperature sensitive, the storage area's thermostaamade
automatic adjustment upon sensing it was on its way.

That's just a few devices interacting. Now think of billions of devices doing the same thing. An
HP illustration puts this potentially daunting imagery into simplified forfigurel6.
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2.8.4Recap

The definitions given by industry players are very precise, but address only a small aspect of loT.
azald 2F GKSY SYLXKFI&ATS G4KS FFHO0G GKFG aiGKAy3IaE
organizations cited above stated the benefit of 10T from armes process and economic

development point of view, which reflects the profit motive as a potentially fundamental driver

of loT adoption/creation. Still, this approach reflects an enterprise point of view rather than

striving for an alinclusive, holigt definition of I0T.

2.9 Summary

In this chapter we surveyed the definitions and architectural models given by different
stakeholders of I0T. As noted, each definition and/or model tends to reflect the viewpoint and
motivations of the individual, organization or business providing itafefan contribute to an
attempt to devise an alihclusive definition of IoT. From the approach taken by the book
Architecting the Internet of Thing®r instance, we see the value in defining what an 10T is and
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what 10T is not so that we can define lisfor a system to be considered as I0T. Having a

demarcation line for an IoT system is helpful. The same book also contributes to our quest to

define 10T by giving an explanation of the fundamental concepts in the definition. In fact, we

endorse this spafic approach as we provide our own definition of 0T in the next chapter. As

for the architectural models provided by these stakeholders, we favet 1604 Y2 RSt |y R 4SS ¢
largely adopt this architecture as our own in a later chapter. The architectlivea by ETSI and

CASAGRAS may be adopted in approaches that rely on a layering point of view.

Thus, in the coming chapters, we combine these sometimes disparate efforts to provide an all
inclusive definition and a minimal set of architectural modelddar.

3. Architectural View

3.1 Introduction

We emphasize that different architectures for |oT are offered by various stakeholders, which
reflects that there is no standardized architecture approved by an authorized body. This lack of
standardized architeare contributes to the fuzziness that obscures a clear definition of an loT
system.

In this chapter we will present the minimal architectural components that an 10T system must
possess. These architectural components can be derived from the requirethahtn 0T
system must fulfill.

We have reviewed the suggested loT architectures offered by various projects, academic and

industrial bodies. For the purposes of this paper, we focused on the architectural model offered

bytheloFl 6. a3aAZAWH ¢KOFIHOYVRE DEHELEYVESNYBMoZFLEKAY IA
| NOKAGSOGdzNBZE HammO FYyR /! {!I Dw!{ 6/!{! Dw!{X d&acCi
here the minimal set of architectural components identified by this project. In the future, other

components can & added to the list based on the application scenario.

3.2 Description of Architectural Components
The hardware unit in an 10T system falls into one or more of the following categories:

V Sensors/actuators
Processing units
Storage units
Communication units

< < <

Having identified categories of hardware, we must add the software, middleware components
and associated protocols which provide the means of linking and driving the hardware and
provide service discovery support to constitute a folherational system or systems.

The generic 10T scenario can be identified with that of a generic user that needs to interact with
a (possibly remote) physical entity. In this short description we have already introduced the two
158 | O02NE @FSNIKSH R CELIGKDBA @t Sydadee 6/1 {1 Dw! {

l. User
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A person or some kind of active digital entity (e.g., a service, an application or a software agent)
that has a goal. The attainment of the goal is achieved via interaction with the physica
environment. This interaction is mediated by the loT.

Il Physical entity

I aLKeaAlOrt SyGAGeéd Yre 06S RSFAYSR Fa || RA&AZONBGS
which is of interest to the user for thettainment ofhis/her goal. Physical entities can be almost

any object or environment, from humans or animals to cars, from store or logistic chain items to

computers, from electronic appliances to closed or open environments. Physical entities are

represented in the @ital world via a virtual entity. There are many kinds of digital

representations of physical entities: 3D models, database entries, objects (or instances of a class

in an objectoriented programming language), even a social network account could bed/igsve

such a representation. In the 10T context, virtual entities have two fundamental properties:

U They are digital entities that are associated with a single physical entity that they
represent. While ideally there is only one physical entity for eachialigntity, it is
possible that the same physical entity can be associated with several virtual entities,
e.g., a different representation per application domain or per IT system. Each virtual
entity must have one and only one ID that identifies the représd object. Digital
entities can be either active elements (e.g., software code) or passive elements (e.g., a
database entry).

U Ideally, digital entities are synchronized representations of a given set of aspects or
properties of the physical entity. Thiseans that relevant digital parameters
representing the characteristics of the physical entity can be updated upon any change
of the physical entity. Conversely, changes that affect the virtual entity could manifest
themselves in the physical entity.

Augnented entity is defined as the composition of a physical entity and its associated virtual
entity. Any changes in the properties of an augmented entity have to be represented in both the
physical and digital world. This is what actually enables everydagtehio become part of

digital processes.

1. Device

I GRSOAOS¢ A& dzASR (G2 | OKAS@S GKS | aa20AFGA2Yy 0°
embedding, attaching or simply placing the device in close proximity to the physical entity.

Devices provid the technological interface for interacting with or gaining information about the

physical entity. By so doing the device actually enhances the physical entity and allows the latter

to be part of the digital world. A device thus mediates the interactioetsveen physical entities

(that have no projections in the digital world) and virtual entities (which have no projections in

the physical world), generating a paired couple that can be seen as an extension of either one.

Devices are thus technical artitador bridging the real world of physical entities with the digital

world of the Internet. This is done by providing monitoring, sensing, actuation, computation,

storage and processing capabilities in the device.

From a functional point of view, devicesrcbelong to any of the following types.
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U Tagsg One of the characteristics of 10T is ubiquity, which can be realized through unique
ARSYUGAFAOLIGARZ2Y 2F (KS alGKAy3Iaé GKIFIG INB O2yy
identification is done by attachingtags 6 GG KAy 3aodé ¢ 3& | NB dzaSR
sensors typically known as readers. Their sole purpose is to facilitate an identification
LINEPOSaad® wCL5 Aa | LISNFSOUG azfdziazy F2N LINR O
The transponder or tag of an RRfused to carry data, which is located on the object to
be identified. This normally consists of a coupling element (such as a coil or microwave
antenna) and an electronic microchip, less than-tinied millimeter in size. Tags can be
passive, sempassie or active, based on their power source and the way they are used,
and can be readnly, read/write or read/write/rewrite, depending on how their data is
encoded. Tags do not need a bdiltpower source, as they obtain the energy they
require to function from the electremagnetic field emitted by readers.

U Aninterrogator or readerreads the transmitted data (e.g., on a device that is handheld
or embedded in a wall). Compared with tags, readers are larger, more expensive and
power-hungry. In the most comon type of system, the reader transmits a lpower
radio signal to power the tag (which, like the reader, has its own antenna). The tag then
selectively reflects energy and thus transmits some data back to the reader,
communicating its identity, locatioand any other relevant information. Most tags are
passive, and activated only when they are within the coverage area of the interrogator.
While outside this area, they remain dormant. Information on the tag can be received
and read by readers and then foanded to a computer database. Frequencies currently
used for data transmission by RFID typically include 125 kHz (low frequency), 13.56 MHz
(high frequency) or 86860 MHz (ultrehigh frequency). RFID standards relate both to
frequency protocols (for dateommunication) and data format (for data storage on the
tag).

U Sensorgrovide information about the physical entity they monitor. Information in this
context ranges from the identity of the physical entity to measures of the physical state
of the physicaéntity. Like other devices, sensors can be attached or otherwise
embedded in the physical structure of the physical entity or be placed in the
environment and indirectly monitor entities. An example of the latter is a camera that
NEO23y Al Sa |niSmatidn BamasenFots €l Bedtored for later retrieval.

U Actuatorscan modify the physical state of a physical entity. Actuators can move
(translate, rotate, etc.) simple physical entities or activate/deactivate functionalities of
more complex ones.

V. Snsor Operating Systems

Most operating systems (OS) that may be used for 10T were designed for wireless sensor

networks (WSN) like TinyOS and Contiki. But, practically, it seems that most of the OSs that were
designed for use in WSN fail to meet onenwre of the requirements of I0T. The developers of

wLhe¢ OfFAY GKIFIG GKS@Q@S ONARISR GKAA 3IFLI 2F h{
discuss all three OSs.
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OSs for sensor nodes follow either one of two different design concepesitdrivenand mutti-
threaded In eventdriven systems every action an OS has to perform is triggered by an event
(e.g., atimer, an interruption indicating new sensor readings or an incoming radio packet). The
multi-threaded OS multiplexes execution time between the défdrtasks, implemented as
threads. While switching from one thread to another, the current context has to be saved and
the new context must be restored.

In this section we will first present the features of TinyOS and Contiki. Then we will discuss the
features of RIOT and what its developers believe to be the 10T system requirements missing
from the WSN OS but included in RIOT.

TinyOS

¢tAyeh{ A& O2YLRASR 2F | &a0OKSRdz SNJIFYyR I &SNRSa :
application programs and modeg are compiled together as a system. TinyOS executes

operations based on events, and the event module allows the subsequent operations to run in a

lesser space. In TinyOS, when an event is triggered, all the tasks related to the event that send

out the sgnal are executed rapidly. After the event transpires and all related tasks are

accomplished, the untapped central processing unit (CPU) reverts to SLEEP mode rather than

actively searching for the next dynamic event. The exiivten mode of TinyOS makefective

system use of CPU resources. TinyOS uses three associated properties to manage power

consumption. First, every part of the equipment can stop itself by calling the command

StdControl.stop. Secondly, TinyOS will check the 1/0 pin and the caggistar of the processor

G2 ARSYUGATE GKS LINRPOS&aaz2Nna adlrdisS GKNRddzAK GKS O3
timer of TinyOS can work in the lowest povegrst mode, which most processors run in their

power-down mode. TinyOS tasks are deferred functiails and are placed in a simple finst

first-out (FIFO) taskueue for execution. TinyOS tasks are taken sequentially from the queue

and are run to completion. Once running, the TinyOS task cannot be interrupted (preempted) by

another TinyOS task. Ewdrandlers are triggered in response to a hardware interrupt and are

able to preempt the execution of a currently running TinyOS task.

CONTIKI

Contiki is an open source, netweable, multitasking, reatime OS developed for portable and
memaory-constraired embedded systems. It was released on March 10, 2003, by Adam Dunkels,

I NB&aSFNODKSNI G GKS {6SRAAK LyadaAiddih€oShas / 2 Y Ldzi ¢
a very versatile base system that provides multitasking and TCP/IP networking along wi

additional libraries for extra functionality, which led to its adoption for many different uses.

With its ability to reprogram and update a network, the OS is a common choice for networks of

embedded sensors.

The main features that Contiki emphasizes its minimalistic, evendriven kernel with optional

preemptive multithreading, native TCP/IP stack support, dynamic program loading and

dzy t 2+ RAy3a FyR aYlff YSY2NE NBafedzmbkByiSydad /2y aGAq?
completely responsive to re@ime events. This feature classifies it as a-tiaé operating

system. It provides only the basic functions of CPU multiplexing and message passing to

programs. It is very similar to the operation of the TinyOS kernel in that a process will only

execute wien a corresponding event triggers it. If an event occurs, it will trigger an event

handler which runs a process to completion, and finally returns control back to the kernel. This
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design has the benefits of resulting in more compact code and requirgsgriemory than a
thread-driven kernel, which must store and keep track of a stack for each thread.

Nonetheless, this design has many downsides. First, the code for-dkieah kernels is

designed like a state machine, which is written very differemtdynfthe more traditional ways

of writing code. Most importantly, there are no wait() statements or preemption of processes in
eventdriven kernels, which becomes a major issue for famning computations. For example,

if the system were to compute privator public key encryptions, which is a considerable
computation, no other events would be able to grab hold of the kernel and CPU resources, no
matter how urgent, until the encryption task had been completed.

Contiki addresses this issue by implementingtirthreading as a library on top of the kernel.

By implementing multithreading as an optional library, only programs that wish to incorporate
them pay the extra memory and program costs. Dunkels calls the implementation he created
protothreads. Prototheads are a stackless, small memory thread design comprised of a single C
function that only requires 2 bytes of RAM per thread to record its state. What the library really
does is provide a context of blocking and preemption on top of the elsaséd kernk It is an
abstraction of the evenbased operation of the kernel that allows sequential program flow
without having to write complex state machine code or alfldwn multithreading program.

The real beauty of protothreads is that the library is purgith no architecturespecific code.

They can be implemented with or without an OS and have been widely used outside of the
Contiki OS.

A Contiki system is partitioned into two parts: the core and the loaded programs as shown in
Figurel?7. The partitioning is made at compile time and is specific to the deployment in which
Contiki is used. Typically, the core consists of the Cdwrkiel, the program loader, the most
commonly used parts of the language ftime and support libraries and a communication stack
with device drivers for the communication hardware.

ROM

Loadag program
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Loadad program
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Figurel?. Contiki operating system partitiomg
RIOT

The developers of the RIOT OS considered the requirement of an loT system to be different from
2{b o6.F0O00SttA SO ItdZz awLh¢ h{Z¢é HAMOUOL®D C¢CKSE@
requirements:
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Minimal requirements to memory (RAM apdogram memory) and computing power
Ability to run on constrained hardware without more advanced components like a
memory management unit (MMU) or a floatipgint unit (FPU)

Support to a variety of hardware platforms

High degree of energy efficiency

Standard programming interface

Support for higHevel programming languages

An adaptive and modular network stack

V Reliability

<

< << <KL

Ideally, the capabilities of a fifledged OS (e.qg., Linux, Unix, BSD or Windows) are desirable on
all 1oT devices. The jusited OSsire appealing because they are develofrégendly. They

possess humerous, available system libraries, network protocols or algorithms angdemear
learning curve in the sense that developers can code in standard C or C++. However, their
minimal requiremats in terms of CPU and memory do not fit constrained IoT devices powered
by small micrecontrollers.

On the other hand, the tradeffs that enable a typical lightweight OS targeting WSNSs to run on
the most constrained I0T devices make it significaieg developefriendly and/or

inappropriate on loT devices that are less constrained. These points are illustrated in Table 1,
which compares attributes of the cited OSs, where, P means: Supports Partially, N means:
52SayQi {dzZLJIR NI lFynyR ., YSFyay {dzZJJR2NIia C

Tablel. Comparison of different operating systems

oS Min Min C C++ Multi- Modularity | Reat
RAM ROM Support | Support | Threading Time
Contiki <2KB <30KB | P N P P P
Tiny OS | <1kB <4kB N N P N N
Linux ~1MB ~1MB Y Y Y Y P
RIOT ~1.5kB | ~5kB Y Y Y Y Y
(0N IPv6 TCP 6LOWPAN RPL CoAP
Contiki Y P Y Y Y
Tiny OS N P Y Y Y
Linux Y Y Y P P
RIOT Y Y Y Y N

46




Features of RIOT:

RIOT OS aims at bridging the gap we observed between operating systems for WSNs and
traditional fulHledged OSs currently running émternet hosts. The key design goals for RIOT OS
were energyefficiency, small memory footprint, modularity and a develofreendly

programming interface, which make RIOT the best choice to power the widest spectrum of loT
devices.

The system is based on a microkernel and offers real +thutading. In order to provide

maximum modularity, RIOT implements the mi&ernel achitecture inherited from FireKernel,

a kernel designed to fulfill strong refine requirements for emergency scenarios. RIOT thus
supports multithreading and reatime in that it features zerdatency interrupt handlers, and
minimum contextswitching tmes combined with thread priorities. In order to achieve

maximum energy efficiency, RIOT introduces a tickless scheduler able to function on constrained
devices. Most schedulers use timers to wake up periodically and check if something needs to be
done: ths is the timer tick. However, if the processor is idle, it has to wake up from its power
saving sleep state every timer tick, even when there is nothing to do. This behavior is thus not
desirable for energgonstrained systems. Moreover, with most micratwllers, a timer

interrupt cannot wake up the processor from desleep mode (only external interrupt sources
can). Hence, using a timer tick prevents using deepp mode. By avoiding tim#ck

dependency with its tickless scheduler, RIOT significaletreases the energy consumption of

the system.

V. Middleware

Middleware is software that resides between RFID interrogators and enterprise software
6hQ/ 2yy2NE aDdzZARS (2 wCL5 aARRfSgIFINBZ¢é HamnT &S
aA RRf Sg | NBLLF Riddlewas GeTvés a number of key functions: It configures and
manages hardware, such as interrogators, so they operate optimally. And it processes tag data,
filtering out duplicate tag reads and aggregating the data that's passed along t@&bdck
applications. Middleware can run on a dedicated computer at each facility where RFID
interrogators are deployed, on each interrogator or on a networking appliance where the
technology is used. These solutions are often called "edgeware" because theylogeateplose

to the edge of the network at, for instance, a manufacturing facility or distribution center.
Middleware can also be deployed at a data center with a wide area network (WAN) to
communicate with the readers.

VL. Resources
Resources are software compents that provide information about physical entities or enable
GKS O2yGNREttAY3 2F RSOAOSa o6yvyzy3a Si |t ox aaz2RSt
can be of two types:

U Ondevice resourceare hosted on devices, that is to say, software tisadeployed

locally on a device. They include executable code for accessing, processing and storing
sensor information, as well as code for controlling actuators.
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U Network resourcesare resources available somewhere in the network, e.g.,eackor
cloud-based databases.

A virtual entity can also be associated with one or more resources that enable interaction with
the physical entity that the virtual entity represents.

Storages ara special type of resource that stores information coming from resources and that
thus provides information about physical entities. This may include location andtsaateng
information (history), static data like product type information, and martyeofproperties.

Since storages are resources, they can be deployed eithdewvitge or in the network.

U Ondevice storagesypically store information about one or only a few physical entities,
e.g., the physical entity they observe.

U Network-based storagesggregate information about a large number of physical
entities.

Note that also human users can update the information in storage, since not all known
information about an entity is, or even can be, provided by devices.

VII. Service

Service provides a walkefined and standardized interface, offering all necessary functionalities
for interacting with physical entities and related processes. All this is done via the network.
Services expose the functionality of a device by accessing its hosted resources.

The conponents of an I0T system can be categorized into the following three layers:

l. Physical layerg in which the physical objects or things are identified and rendered
functional components of the |oT through the use of objeahnected data carrier
technologies, including RFID. The objects so identified may also be grouped or
networked to fulfill particular application needs. Devices with additional
functionality, in the form of sensory, actuation, global positioning and local
communications capabilities, may lused to achieve network structures as well as
singledevice operation. The components that belong in this physical layer are tags,
sensors, actuators and the physical entity.

Il. Interrogator-Gateway Layer, providing effectively the interfaces between the
objectconnected devices and information management systems. Fixed, broadband
and mobility communication technologies will yield the connectivity required for the
IoT. Networking of interrogators and gateway devices may also be seen as an
important infrastuuctural feature in this layer and an important contributory feature
within the 10T. Interfacing with respect to actuation and control devices within real
world applications is a further important feature of this layer. This layer contains the
interrogatoror reader part of the architectural components mentioned above.

M. Information Management, Application and Software Layeinterfacing with the
interrogator-gateway layer, the information management layer provides the
functional platform for supporting appiations and services. This layer contains the
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application and the software parts of the architectural components. Among the
architectural components mentioned above the ones that belong to this layer are
Middleware, Resources and Service.

The loT can hawhiree models based on the level of complexity and intelligence of the system.
These three models are:

U A model based specifically on readly RFID data carriers

U Additional Object Connected data model based specifically on RFID (ostensibly with
read-write functionality and added dataarrying capability)

U Additional Object Connected data model based on RFID and other Edge technologies
(ostensibly covering sensory data capture, extended -@dataying capability and other
attributes such as location or positimg facilities)

The most basic model for 10T has data carriers which are essentially passive RFID tags carrying
unique identifiers, with each tag having the capability for interrogation and response via a
wireless channel. There is no intrinsic processiggability within the tags and no facility for
communications between tags.

Applications using these data carriers rely upon the identifier as the means of locating remotely
stored information about the item to which it is attached. The tags are intetembasing reader

or interrogator devices that have the facility to communicate wirelessly with the tags and
further communicate with an application.

From these discussions we can demarcate a line for a system to be considered as an 10T system.

The lowest§ @St 2F O2YLX SEAGE F2NJ Iy L2¢ ae8adsSy A& | 6

the static data can be read from anywhere, and anytime through the use of an application
hosted on the Internet.

Accordingly, we can set the following points for a systerhe considered as an loT system
dal KFffSY GLRSydGAdGe al ylI3SYSyid CNIYSg2N] Z¢
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identification, the physical identity has to be accessed from anywhere, anytime. The
lowest level of information that can be obtained from this uniquely identified object is a
statically stored data on the device that is associated with the physical entity.

U The uniquely identified physical entity has to be connected to the Internet. 4 thiat
is uniguely identified and not connected to the Internet or connected to an intranet or
extranet cannot be considered as part of the 10T system. A uniquely identified physical
object that is connected to the intranet or extranet will have to be ideed as an
intranet or extranet of things. The connectivity of 10T goes beyond extranet.

3.3 Addressing
The first step towards the realization of 10T is the unique identification or addressing of the
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we will review addressing schemes based on IPv6 and EPC.
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3.3.1 IP for Things

If, in a future 10T, everyday objedse to be addressed and controlled via the Internet, then we
should ideally not be resorting to special communications protocols as is currently the case with
RFID. Instead, things should behave just like normal Internet nodes. In other words, they should
have an IP address and use the Internet Protocol (IP) for communicating with other smart
objects and network nodes. And due to the large number of addresses required, they should use
the new IPv6 version with 138t addresses. The benefits of havingetiabled things are

obvious, even if the objects in question are not going to be made globally accessible but instead
used in a controlled intranet environment. This approach enables us to build directly on existing
functionality such as global interoperabil network-wide data packet delivery (forwarding and
routing), data transport across different physical media, naming services (URL, DNS) and
network management. The use of IP enables smart objects to use existing Internet services and
applications andgonversely, these smart objects can be addressed from anywhere since they
are proper Internet participants. Last but not least, it will be easy to use important application
layer protocols such as HTTP. IPv6 also provides the desirable capability oftausmideess
configuration, enabling smart objects to assign their own addresses.

Until recently, however, the prospect of full IP support for simple things appeared illusory due

to the resources required such as processor capacity and enar@nd thus he costs involved.
Instead, it was suggested to connect smart objects to the Internet indirectly via proxies or
gateways. But the disadvantage of such sst@ndardized solutions is that end-end

functionality is lost because standardized Internet protisawsould be converted to proprietary
protocols over the last few meters. Gateways would also generate added complexity, making
installation, operation and maintenance tinre®nsuming and costly. However, there are now

not only 16bit microcontrollers withdzF FA OA Sy & ad 2N} 3S GKIF G NXBIj dzA NB
also TCP/IPv6 stacks that can operate with 4 kB RAM and 24 kB flash memory. Equally important
are wireless communications standards such as IEEE 802.15.4 that cover the layers below IP and
consume elatively little powerg ZigBee implementations require approximately 20 to 60

mW(for 1 mW transmission power, a range of 10 to 100 meters and a data transmission rate of
250 kbit/s). Whenever possible, the wireless unit is being used for short periditseobnly in

order to save energy. This approach enables AA batteries to provide a modest level of

computing power and wireless communication that is nevertheless sufficient for many purposes
over many months.

The opportunities that this scenario opens luigve recently led to companies and standards

committees adopting various measures. At the end of 2008, Atmel, Cisco, Intel, SAP, Sun
aAONRaeaitSya IyR 204KSNJ O2YLI yASa F2dzyRSR (KS alLt
to promote the implementatio and use of IP for lopowered devices such as radio sensors,
O2yadzYLJiAz2zy YSGSNB FyR 204KSNJ aYINII 2062S00ad a2 NI
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Force (IETF) isldressing the problem of supporting IPv6 using the 802.15.4 wireless

communication standard. This is a technical challenge because the maximum length of 802.15.4

data frames is only 127 bytes due to the lower data rate, higher susceptibility to failurtgtand

error rate of wireless communications. The IPv6 packet header alone is 40 bytes long (primarily

due to the source and target addresses each being 16 bytes long), and unfragmented IPv6

packets can be up to 1280 bytes long.
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To make IPv6 communicationsttion efficiently in wireless networks, a protocol modification

layer has been defined that essentially deals with four issues: embedding IPv6 packets in
802.15.4 frames, fragmenting long packets to fit these frames, statelessly compressing packet
headess (typically to just 6 bytes), and forwardingIPv6 packets via {naittiwireless routes. It is
possible to compress the IPv6header so drastically because 802.15.4 nodes communicate mainly
within their own wireless network, and therefore most of the inforiioa can be reconstructed

from the general context or the surrounding 802.15.4 frames and considerably shorter local

I RRNBaasSa OFry 0SS dzaSR® ¢KS g2N] Ay3d INRAzZLIQA
Internet standard RFC 4944.

3.3.2 Electronic ProdudCode (EPC)
Electronic Product Code (EPC) was developed byIA@enter (currently AutdtD Labs) at MIT
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currently managed by EPCglobal.
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Header EFPC-Manager Cbject Class Serial Number

Figure18. EPC number format

An EPC number consists of f@arts. The first part is the header which defines the version of
the EPC number used. The second part is the identifier of thevEER&ger that assigns the EPC
number to the object. The third part is the object class identifier that essentially defines the
product type of the object. The last part is reserved for the unique serial number that identifies
the product from other products among the same object class.

3.3.2.1EPCGLOBAL NETWORK

EPCglobal Architecture Framework (EPC Network) is a concept ttmwslihe storing and
guerying of data related to objects identified with EPC numbers. The structure ofERE
network is shown inFigure19. EPC global network architecture

. The data that is stored Iocal databases consists of EPC read events that are created when an
RFID tag is read. The read events typically contain the EPC number of the product with the time
and location of the read event. Other data such as sensor measurement data can be included
with the EPC read event as well.

The EPCglobal network consists of three different components:

V Object Name Service (ONS)
V EPC Information Services (EPCIS)
V EPC Discovery Service (EPCDS)
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Figure19. EPC global network architecture

The Object Name Service (ONS) is based on Dynamic Name Service (DNS). ONS resolves

information sources to an EPC number. Information sources can be websites, Web services or

EPCIS repositories. The typical case is that the EPC numdsmhi®d to the EPCIS repository of
the manufacturer of the product. The ONS uses the first three parts of the EPC number to

resolve the information source. This means it does not process the request at the serial number

level, which means that the ONShcat be used for retrieving information associated with a

specific EPC number.

EPC Information Services (EPSIS)

EPC Information Services (EPCIS) is essentially a local database for holding the EPC read events
for every company in the supply chain. EPA48 contains a query interface so that EPC read

events can be queried using the EPC number. EPCIS serves a simple repository and query
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a specific EPC numhbe

The early specifications of the EPC network specification provided a mechanism for the OSN to
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system called EPC Discovery Service has been developed for the discovery and confidentiality of

data.

When an RFID tag is read, the read event is stored in the local EPCIS repository. The first time a
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any of the privacy concerns related to Efeated data. Becaussf this a different information
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certain EPC number isad at a company, the EPC8&yvice is also notified that the EPCIS
repository holds data associated with the EPC number.

EPC Discovery Service (EPCDS)

EPC Discovery Service is the service that allows users to find all the data related to an EPC
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called Directory of Resources approach where EPCIS repositories register information about the
availability of data corresponding to an EPC number at the EPCDS. The E®GD$haf

guerying client which EPCIS repositories hold information related to the EPC number. The clients
can then directly query the EPCIS repositories for data. In this scenario the EPCDS services also
make sure that the querying client is authorizedéguest information about the given EPC

number.

Bootstrapping

The sheer amount of data in IoT means that it is not viable to have one discovery service that
covers all the EPC repositories in the world. A bootstrapping method must be developed that
allowsclients to find the correct EPCI3&rvice using just the EPC number of the object for
guerying. Several solutions have been suggested for this bootstrapping process.

The ONService could be used to resolve the EPCDS the product belongs to. The manufacture
of the product would essentially dictate to which EPCDS the product belongs to when issuing an
EPC number for it. This is problematic since all companies in the supply chain may not be willing
to distribute information to that EPCDS due to technicalitizal or economic reasons.

Another possible solution for the bootstrapping challenge is to build a-fmepeer overlay
network for collaboration of discovery services. This would, however, significantly complicate
the EPCnetwork structure.

3.3.3 Choosindpetween EPC and IPv6

20K 9t/ YR Lt@c OFly dzyAljdzSte ARSYdGAFe (GKS a¢K)
researchers at the Silicon Valley World Internet Center, each of them cannot stand alone as an

I RRNBaaAy3d YSOKIYyAAY TESR&E206+RBRAE2S Sl DKOZYSDRHE D¢
They suggest that in order to have itdavel identification and communication capability

simultaneously, both EPC and IPv6 must be used together.

A comparison of EPC and IPv6 attributes is presented here ia Zabl

Table2. Comparison of IPv6 and EPC

IPv6 EPC
Objects to identify Network interfaces Physical objects
Primary application Routing address Pointer to information
Address allocated by Network manager Item manufacturer
Uniqueidentifier Yes Yes
Identifier length (bits) 128 64, 96, other
Can identifier change? Yes No
Area of difficulty Mobility No location

information
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MappingEPC TO IPV6

EPC codes can be used as unigue identifiers, but they cannot be used as routing addresses.
Similarly, an IPv6 address can be used as a routing address but not as an item identifier at the
same time. One suggested solution is to use both EPC and IPvAaT thgstem so as to be able

to communicate and uniquely identify things by mapping EPC to IPv6.

An IPv6 address consists of alBtinetwork prefix and a 64it Extended Unique Identifier (EUI

64). EUbB4 is an extension of the MAC addresses in the phykyer of network

communication. A simple way to construct an IPv6address is to use the network prefix in the

NBII RSNBQ ySUs2N] FyR ILIISYR bB&KErtdthd IPvg dzYo SN (2 Al
address.

3.4 Programmability

A programmability featur& y I 6 f S& RSPAO0SE (2 dzZASNEQ ALISOATAO y¢
tFGK G2 tNRINIYYIo0fS 22NIRZ¢é wanmnT &aSS rtaz2 21 aj
2013).At the simplest level, a programmable device is one that can take on a variety of

behaviorsat dza SNR& O2YYlI YR 6AGK2dzi NBIdANRY3I LIKeaiAoOl
programmable synthesizer can sound like a number of different instruments depending on the

LX F @ SNR& LINBFSNBYOST gKAES || GONFRAGAZ2YIE LRALFYy2 (
to sound.

This is the language of the future: tiny, intelligent things all around us, coordinating their

activities. Coffeepots that talk to alarm clocks. Thermostats that talk to motion sensors. Factory

machines that talk to the power grid and to boxesaf material. A decade after Vi put all

our computers on a wireless network and half a decade after the smartphone revolution put a

series of pockesize devices on that network we are seeing the dawn of an era when the most

mundane items in our livesan talk wirelessly among themselves, perform tasks on command

YR LINPQDGARS dza goAGK RFEGF 6SQ@S ySOSNI KIFIR 0ST2NBc

Imagine a factory where every machine, every room, feeds back information to solve problems
on the production line. Imagine a hotel room whereetlights, the stereo and the window shade
are not just controlled from a central station but adjust to your preferences before you even
walk in. Think of a gym where the machines know your workout as soon as you arrive or a
medical device that can poinbivard the closest defibrillator if you have a heart attack.

Devicesare only meaningfully programmable in so fareasl usersthe customers who want to
communicate their preferences to these devices, can program them. The transition to a
programmablewnorld only truly begins when control of devices becomes accessible to those

with modest technical knowledge. Programmable devices are supposed to make our lives easier,
but this is only the case if getting a device to perform a task is less challengitijmand

consuming tharcompleting the task ourselve¥/elldesigned devices must have accessible,
intuitive interfaces that make it possible for users to communicate their intentions without

having to learn any sophisticated programming languages.

This commuication was once done through buttons and knobs, but nowadays it often happens
via remote controls, toucikpanel displays or smartphone apps. And while a good user interface
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simplifies programming, it also carries with it the cost of learning how to usenterface itself.

If users need to learn different interfaces for their vacuums, their locks, their sprinklers, their

fAIKGa YR GKSANI O2FFSSYI{SNBRZ A0Qa RAFFAOdzZ G 0+
any easier. In that case, allth&€S I+ RISINE KIFa R2yS A& NBLX I OS |
digital ones.

One promising solution is to combine the interfaces for several products in the same system.

The advent of the smartphone has been a boon for programmable devices because iaoffers

standardized, portable platform for users to interact with their devices. Even something as

seemingly simple asliaght bulbcan now be made to change colour and brightness through an

iPhone app. However, the smartphdn R2 Say Qi 0O02YLX SiSt & a2t @S GKS LI
SIFOK RSOAOS Aad RAFFSNBYyUY SyR dzaSNER adAiatt KI @S (
in a phonesized drawer. Some manufacturers have moved beyond simply putting different apps

on the same screen to building integrated platforms that can manage multiple devices.

. St 10WeMO Home Automatiofiline, for example, allows users to control a rang&\®Mo

products, from heaters to lights to electronics, wirelessly through one app.

'y 20 KSNIJ LINRB YA &A yTHisTRen(SH ) (Fé2 N QONIRC BT adL WS 2F GKS Y2
advanced attempts at a simple, holistic emser programming system. IFTTGlasers

coordinate over 100 Web services, such as FacebooRla@adNew York Timethrough trigger

FOGA2Y LINBINI YYAYyId ! aSNE-IKBYdzS ad2 YIBIVERE aA YI T KS
and the program executes each action automatically when tiggér condition is met. For

example, users can connect the Weather Channel with Gmail sdf thate is rain in
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3.5 Virtualization
In our connected world, and in the spirit of the 10T, more and more devices are becoming

artglrea O2yySOGSRe YR NBY2GSte O2yiNRffSR® +Sy¥
communication equipment all of these smallo-medium size devicegre becoming Internet

ready to reduce the cost of management, enable better repair and control and offer innovative

consumer services like pagyou-go energy consumption. But when these systems require

multiple functions or must be properly customizeu fifferent needs and markets, another

CPU chip or virtualization is required to securely run riutiction software stacks with no

crossh Y ¥t dzSy OS 6wl @SS a+ANIdz- €t ATFGA2y Qa LYLI OGZé H

While the IoT promises better living through connected devicektha data and insights they

generate, it will also usher in a new era of privacy and security concerns. One area of increased
aSOdzZNRAGe Nxa]l Aa (KS ydzYoSNI FYR YIF3IyAddRRS 2F ySg
represents an interconnected ecosystén which thirdparty information technology (IT)

infrastructures of information providers, consumers and brokers are interwoven in a service

oriented manner with networks of devices/sensors and clouds providing computing, apps,

storage and analytics. Omegeak link can expose the entire chain.

In order to foster the potential of IoT and minimize security risks, a new network paradigm

centeredoncloudd  8SR ySiGég2Njla A& NBIJJdANBR o{AfAO2y! y3af S

2T / f2dzRaX ¢ Hogywenabldrs have progie Sy Yostéred virtualization at

RAFFSNByYy(l tS@Sta FyR KFIgS tft26SR GKS @I NR2dza LI

Gt dGF2N¥a a I {SNBAOSE YR ALY FNF a0dNUzOGdzNB I+ yF
55


http://meethue.com/
http://www.belkin.com/us/Products/home-automation/c/wemo-home-automation/

The following are some of tHeenefits of a clouébased I0oT system:

U CloudBased Virtual Network Overlay®rivate device networks are expensive, and
securing the Internet outright is impossible. Cleased virtual network overlays
leverage network virtualization and softwadefinednetwork (SDN) technologies to
create private virtual device networks over the Internet.

U Programmable FlowdoT is essentially a serviogiented architecture where data from
connected devices is collected and can flow through series cfirralor demand
based computational, analytical or evemtocessing functions, many of which will be
cloudbased. An SDBnabled cloud network allows flows to be programmatically
routed through the proper services.

U Underlay Network and Cloud AgnostioT represents bilbns of connected devices
running anywhere in the world across any type local connections. Virtual network
overlays extend across any cloud datacentre and run over any local connection.

U Borderless Admission ContrdBecause 10T is really an ecosystem t#rtonnected
organizations, people, processes and devices, there is nalefitied border. As a
result, control of the devices, organizations, users and flows admitted onto the network
must be an integral function.

U0 Network Service VirtualizationtoT requres network services to ensure security,
visibility, compliance and control of connected devices, users, processes and data. Since
such intelligence on every connected device is not viable, the 10T requires virtualized
and distributed network servicesthia Ol y 0SS RSLX 22 SRy Sy 2 6KSEKBRE I
flows.

U Security at ScaleEnterprise IT organizations may deal with an attack surface of
hundreds of thousands of devices. A single 10T network of connected devices can
represent an attack surface of miltis of devices. Cloud networks that incorporate deep
packet inspection, Network Service Virtualization and policy can take advantage of the
Of 2 dzRest computing and big data infrastructure to provide a wide range of
advanced security functions.

3.6 Web of Things

TheWeb of ThinggWoT) is a concept and plan to fully incorporate eweay physical objects

into the World Wide Welby giving them ai\pplication Programming latface AP), thus

greatly facilitating the creation of their virtual profiles as well as their integration and reuse for
various applications.

G¢KS 2S00 2F ¢KAyYy3Ia Aa tedehoiThings where thefprina@2  dzi A2y 2 F
concern has been how to connect objects together at the network layer: similar to the way the

Internet addressed the lowdevel connectivity of computers (layersd3f the OSI model), the

Internet of Things is primarilpcusing on using various technologies such as RFID, Zigbee,

.t dSG220K 2Nl c[22t! bdudp t NB2SOGaA I yWweb! OF RSYAO !
Engineering2014).
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